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More than three in four Canadians use social 
media platforms to connect with others here at 
home and around the world, often sharing life’s 
most intimate moments through public posts 
and private messages. In doing so, Canadians 
entrust these companies to secure and 
protect their personal data, which can include 
a wide range of sensitive information, such 
as their political opinions, or details on their 
sex life, personal finances and health. These 
companies are also entrusted to secure the 
sensitive data that they track and store, such as 
users’ location, search histories and biometric 
information such as facial features.

But that trust is waning. Our surveys of 
Canadians indicate that social media 
platforms are the least trusted organizations 
in Canada to keep personal data secure and 
to act in the best interests of the public. As 
legal battles swirl between Europe, the U.S. 
and China over how to protect Facebook and 
TikTok data travelling across borders, there 
remain inadequate protections over how 
Canadians’ personal data are transferred and 
stored. 

This threatens Canadian sovereignty, and 
the digital security and privacy of millions of 
Canadians. Personal data can be accessed 
by national security and law enforcement 
agencies without sufficient legal protection 
under Canadian law in countries around the 
world. Technology companies can experience 
buy-outs, mergers and bankruptcy that can 
change where personal data are stored and 
the privacy protection they receive. Malicious 
hackers can also take advantage of data 
stored in locations where the data are subject 
to weak data protection safeguards.

Social media platforms store the personal data 
of their Canadian users around the world, and 
provide little to no transparency as to where 
their data are stored or transferred to third 
parties. Canadian privacy law does not require 
users to consent to personal data transfer 
outside of Canada. Our research shows that 
many popular platforms transfer data to a 
variety of jurisdictions, and none specifically 
cite Canada as a country of storage.

Nor are there meaningfully enforced limits on 
the transfer of personal data to jurisdictions 
with insufficient protection against surveillance 
or unauthorized access. In the two decades 
since the enactment of Canada’s current 
privacy law, there has not been a single 
fine or enforced remedy against companies 
transferring personal data outside of Canada 
with insufficient protection. 

Jurisdictions around the world are introducing 
a range of new approaches to address these 
challenges and ensure data protection laws 
extend to data moved outside its borders, 
including outright bans on cross-border 
transfer, new requirements for informed 
consent, and rigorous evaluations of other 
jurisdictions’ data protection regimes. While 
these notions can challenge the idea of a free 
and open Internet, Canadians are looking for 
answers — our recent survey finds that 86% 
of Canadians support requirements to keep 
Canadians’ data within Canada.

Executive Summary
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This discussion paper lays out public policy 
options for how Canadian privacy law should 
protect the security and privacy of personal 
data stored outside of Canada:

1. Comparable Protection: Provide precise 
requirements and enforcement to ensure 
social media personal data receive 
comparable levels of protection when 
transferred outside of Canada;

2. Consent: Require social media 
platforms to obtain explicit consent 
from Canadians for the transfer of their 
personal data to jurisdictions that do not 
provide comparable protection, providing 
information about the specific data and 
countries involved; and

3. Sensitive Data: Better define and provide 
greater security protections for sensitive 
personal data, such as private messages 
and biometric data.

Policy-makers wrestling with how to evolve 
Canadian privacy law in the social media age 
face an immense challenge, and opportunity, 
to make foundational policy changes that can 
protect Canadians’ privacy and security. It is 
critical that we modernize our laws to ensure 
the principle of adequate protection from 
unauthorized access to our personal data. And 
it is urgent to uphold privacy rights as we move 
vast amounts of personal data to countries 
around the world. 

Canadians should have assurance that 
the jurisdictions where their data are 
transferred protect and enforce their rights, 
and enforce those protections. They should 
have transparent information to inform their 
decisions. And they should have confidence 
that their most sensitive data will never be 
compromised. 
 

Advancing these protections for Canadians 
should complement ongoing efforts to advance 
international cooperation and governance 
of digital privacy and security, for example 
through bi- and multilateral agreements. The 
global fight over data is likely only to intensify in 
the coming years, and a key test for Canada’s 
sovereignty will be how it is positioned among 
its international peers. Canada must define its 
position internationally, with the U.S., China, and 
the European Union all showing very different 
models of governance.  

This paper is meant to advance public 
engagement and policy development in 
Canada going forward to maintain our "home 
ice advantage."
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This discussion paper analyzes considerations and provides policy 
options on the issue of data sovereignty, focusing specifically on 
Canadians’ personal data that are collected and stored by social 
media platforms. The paper is informed by a literature review, 
interviews and a representative survey of Canadians. This paper, and 
the ones to follow, are intended to inform and generate feedback 
from stakeholders, experts and the public on the options available 
to Canadian policy-makers on pressing matters as Canada’s 
jurisdictions review how to update our privacy laws governing social 
media platforms.

Intent of This Report
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Nine years ago, Max Schrems was studying law 
in Austria and did a semester abroad at Santa 
Clara University in Silicon Valley. It was there 
that Schrems heard Facebook’s lawyer Ed 
Palmieri speak to one of his classes, and where 
he was struck by Palmieri’s understanding of 
European privacy law. He decided to write his 
thesis paper on Facebook’s privacy practices. 
In the course of his research, he accessed 
1,200 pages of his personal data collected 
and stored by Facebook, which had been 
transferred from its European headquarters 
in Ireland to the U.S. By the time he was back 
in Austria in 2013, the Edward Snowden 
leaks had accused the U.S. National Security 
Agency (NSA) of bulk-collecting personal 
data from communication service providers, 
including Facebook. Angered at the prospect 
that his detailed personal data, and the data 
of millions of people in Europe who had ever 
used Facebook’s services, had been under 
surveillance, Schrems filed a complaint against 
Facebook with the Irish Data Protection 
Commissioner, aimed at stopping European 
data transfer to the U.S.1 

This began a journey of legal battles spanning 
several years, ending with the European Union’s 
highest court. In July 2020, the European Court 
of Justice analyzed the legal framework of 
the NSA’s mass surveillance programs, and 
held that the U.S. had failed to limit the scope 
and application of the NSA’s surveillance, or 
to provide actionable data protection rights 
related to the NSA’s surveillance.2  The court’s 
landmark decisions struck down two significant 
legal mechanisms that allowed companies to 
‘self-certify’ their adherence to data protection 
principles. In doing so, the court eliminated the 
presumptions that personal data transferred 
from the EU to the U.S. receive adequate levels 
of protection or are subject to appropriate 

safeguards required under EU privacy law.3 
The legal battle continues. Despite a 
preliminary order in September 2020 
prohibiting the company from transferring 
its EU user data to the U.S., Facebook has 
successfully argued against the order and 
continues its data transfer, while Schrems 
continues his legal battle.4 

At the same time, the U.S. has taken its own 
dramatic action to prohibit the transfer of 
personal data outside its borders. President 
Trump signed executive orders in August 2020 
to block Chinese social media apps TikTok 
and WeChat in the U.S. The executive order 
cited that TikTok’s “data collection threatens 
to allow the Chinese Communist Party access 
to Americans’ personal and proprietary 
information.”5 A U.S. judge put the WeChat ban 
on hold, citing potential violations of freedom 
of speech rights; while the TikTok ban was also 
put on hold pending a potential restructuring 
that would have American user data stored in 
the U.S.6  

India made a similar move in June 2020, 
blocking TikTok and WeChat, citing national 
security concerns from “stealing and 
surreptitiously transmitting users’ data in an 
unauthorized manner to servers which have 
locations outside India.”7 The EU has since 
launched an investigation into TikTok.8 At the 
same time, Misty Hong, a student in California, 
has filed a new lawsuit alleging TikTok sends 
users' personal data to China that are subject 
to government surveillance. She claims that she 
never created an account after downloading 
the app, and that her personal data, including 
her biometrics from videos created but not 
posted, were later transferred to servers in 
China.9

Introduction
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At the heart of these legal tugs-of-war are 
several cross-cutting issues that policy-makers 
around the globe — including in Canada — are 
faced with today. Who bears responsibility for 
ensuring the privacy and security of our data? 
More specifically, can organizations be trusted 
to self-regulate, or should they be subject to 
regulation, oversight and enforcement when it 
comes to safeguarding the privacy and security 
of personal data? 

Further, when organizations rely on remote 
storage for enormous amounts of personal 
data, which privacy, data protection and 
surveillance laws apply? In other words, do a 
person’s data protection rights travel with their 
personal data, or does the transfer location of 
personal data determine the privacy protection, 
if any, that this data will receive? Should certain 
kinds of data — for example, biometric data, 
political opinions, details about people’s 
sexual orientation or sex life, or data that 
reveal information about their health or that of 
their families — be treated with special care 
because of their sensitive and revealing nature?

These questions of data sovereignty often 
centre on protecting confidential or personal 
data held by governments, such as sensitive 
health and financial information, or information 
related to national security. While treatment of 
data entrusted to government is important, it 
is also much more regulated in Canada at the 
federal and provincial levels.

However, in many respects the personal data 
of Canadians collected, stored and used by 
social media platforms are as sensitive and 
vulnerable to misuse as are most personal 
data stored by governments — and are mostly 
governed by one piece of legislation, the 
Personal Information Protection and Electronic 
Documents Act (PIPEDA), which has not been 
substantially updated in two decades.

The seemingly mundane topic of data storage 
is therefore a critical issue for Canadian policy-
makers. Canadians who responded to two 
of our surveys in the past year tend to agree. 
When we asked Canadians in August 2019 
the degree to which they trusted 27 different 
organizations to act in the best interests of the 
public, Facebook, Twitter and Instagram had 
the lowest levels of trust — earning less trust 
than oil companies and telecommunication 
providers.10 Similarly, when we asked 
Canadians in May 2020 to rank on a scale 
of zero to ten the level of trust they placed in 
different organizations to keep their personal 
data secure, Facebook had the lowest levels 
of trust, with 49% of respondents ranking their 
trust in the company between zero and three 
and only 15% of people ranking Facebook 
above six.11 

Canadians' Trust in Facebook 
to Keep Data Secure
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How companies store our personal data is 
a chief security concern, especially when it 
comes to social media platforms. In August 
2019, 84% of Canadians reported that the 
security of their personal data from cyberattack 
was a problem affecting Canadian society 
— a greater proportion than that who worried 
about the state of the economy.12 There is good 
reason for Canadians’ lack of confidence. 
Over the last five years, major security 
breaches have impacted nearly every major 
social media platform, including Facebook, 
Instagram, LinkedIn, Snapchat, Twitter and 
TikTok.13  Six security breaches of social media 
platforms accounted for 56% of the total 4.5 
billion records compromised worldwide in 2018 
— such as the infamous Cambridge Analytica-
Facebook data leak that compromised the 
personal data of 87 million Facebook users, 
including more than 600,000 Canadians.14

Social media platforms face a wide array 
of security threats that are impacted by the 
storage and transfer location of personal 
data. Facebook’s partnership with Cambridge 
Analytica, which Zuckerberg admitted was a 
“breach of trust,” demonstrates the enormous 
risks of trusting social media companies to 
self-regulate — particularly when they allow 
third parties to develop platform applications or 
provide core infrastructural needs such as data 
storage.15  

In other words, even the most well-resourced 
private corporations on the planet are, on 
occasion and to great consequence, unable to 
deliver on the privacy protections they promise. 

In the case of Schrems, the security of 
Facebook users’ personal data was called 
into question by government agencies’ access 
to this data for purposes such as national 
security or law enforcement. Recent changes 
to national security and surveillance law in 
Hong Kong also underline how rapidly the 

security of data stored abroad can change.16  
Malicious hackers can also take advantage 
of data stored in locations where the data are 
subject to weak data protection safeguards. 
Technology companies also regularly 
experience buy-outs, mergers and bankruptcy, 
which can alter where personal data are stored 
and the privacy protection it receives outside 
the reach of Canadian regulators.17

Jurisdictions around the world are introducing 
a range of new approaches to address 
these challenges and protect personal data 
transferred outside its border, including 
outright bans on cross-border transfer, 
new requirements for informed consent 
and evaluations of other jurisdictions’ data 
protection adequacy. These sorts of legal 
limits can challenge the notion of a free and 
open Internet.18 However, existing protections 
in Canada have proven inadequate to rapidly 
changing circumstances outside our borders.

This report first reviews how social media 
platforms collect consent and store Canadians’ 
data. It then provides an overview of the current 
laws in Canada and abroad concerning the 
storage and transfer location of personal 
data. We then analyze the legal, business 
and privacy implications of policy options 
for data sovereignty as private sector law is 
overhauled in Canada. Finally, we recommend 
that Canadian policy-makers implement new 
protections in order to adequately protect the 
privacy and security of Canadians using social 
media platforms.
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Throughout this paper, we refer to the 
following key terms and concepts, which we 
define in the following ways:

Social media company or platform: There is 
no single definition of social media; however, 
for the purposes of this paper, we define 
social media as an online service that allows 
individuals to (1) create a public or semi-
public personal profile; (2) maintain and 
view a list of other users with whom they are 
connected to; and (3) share or publish (rather 
than merely consume) content.19

This paper focuses on the data storage 
and transfer practices for the following 
social media platforms, which Canadians 
reported using most often this year: Facebook 
(including its subsidiaries Instagram and 
WhatsApp), LinkedIn, Pinterest, Snapchat, 
TikTok and Twitter.

Social media data: According to their privacy 
policies, social media platforms collect, 
process and/or transfer a wide range of data, 
including:

• Personally identifying information (e.g., 
name, phone number, address, date of 
birth); 

• Public and private posts and messages, 
which can include a wide range of 
sensitive information and images, 
videos and audio;

• Location information;

Key Terms and  
Scope

Social media companies may conceivably be for-profit or not-for-profit, 
which is currently an important distinction in Canadian privacy law: for 
example, federal privacy law generally does not apply to not-for-profit or 
charitable organizations, whereas private sector privacy laws in Alberta 
and British Columbia generally apply to not-for-profit organizations. For 
the purpose of this report, we assume that social media platforms are 
subject to private sector privacy law in Canada.

from March to May 2020

Which Social Media Platforms 
Are Canadians Using?
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• Financial information (e.g., credit card 
transactions);

• Biometric data, such as facial feature 
vectors created by face recognition 
technology to identify individuals in 
photos or videos;

• Log data (e.g., IP address, cookie ID, 
referring web pages, pages visited, 
mobile carrier and device information, 
search history); and

• Personal data obtained from other 
sources, such as advertisers, web 
browsers, calendars, other social media 
platforms and other third parties. 

Social media personal data: Data collected 
by social media platforms that could, by itself 
or when combined with other data, be used to 
identify an individual.  

Canada’s federal and provincial privacy laws 
generally use the term “personal information” 
and apply a relatively broad interpretation 
to mean information about an individual, 
including where there is a serious possibility 
that an individual could be identified through 
the use of that information alone or in 
combination with other information.20 

In the European Economic Area, the General 
Data Protection Regulation (GDPR) provides 
protection for “personal data,” which is defined 
as data ‘related to’ an individual.21 We use 
this term in the paper, as we believe it more 
accurately shapes the object of protection 
by policy-makers, the justice system and the 
public.22 

Data localization: Sometimes also referred 
to as data residency; a term meaning legal 
requirements that data reside and be stored 
in the country or jurisdiction in which they are 
collected.

Data sovereignty: The notion that data should 
be subject to the laws and governance of the 
nation within which the data are collected — 
which is challenged when data are transferred, 
stored and/or processed outside of the 
country of collection.23 For some, the term 
data sovereignty is used interchangeably with 
the notion of data localization,24 but in the 
context of this paper it is treated as a separate 
policy challenge that can involve a number of 
solutions. 
 
Data subject: An individual person who can be 
identified, directly or indirectly, by their social 
media personal data.25 In this paper, when we 
refer to "Canadians," we mean to include all 
data subjects generating from data collection 
or use while in Canada, regardless of 
citizenship or residence. 

The term “data sovereignty” is also used in Canada in an Indigenous 
context, generally referring to efforts by First Nations individuals and 
communities to have sovereignty over data collected about First Nations 
peoples by governments and/or researchers, according to the principles 
of Ownership, Control, Access and Possession (OCAP). While a very 
important topic, this is also beyond the scope of this paper.
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Data processing:  A robust definition of this 
term means any operation performed on 
personal data, such as collection, recording, 
organization, storage, adaptation, alteration, 
retrieval, consultation, use, disclosure, 
transmission, dissemination or otherwise 
making available, combination, restriction, 
erasure or destruction.26 The dichotomy of “use” 
and “disclosure” has led to significant debate in 
Canadian privacy law because private sector 
organizations in Canada must currently obtain 
consent from the data subject for when they 
“disclose” personal data, but are not required to 
obtain consent if the data are transferred to a 
third-party service provider.27 

Out of scope for this paper: A final note that 
this paper is focused on the question of transfer 
and storage outside of Canada; and questions 
related to individual data ownership, portability 
or erasure, and their relationship to third-party 
transfer and use are important but beyond its 
scope. A particular public policy challenge 
is the ability for public and private entities, 
emboldened by machine learning systems, 
to scrape social media platforms of publicly 
posted data. They can then aggregate and 
generate new data sets, that can be housed 
outside Canada, that could, in their existence 
and use, threaten the security and privacy of 
Canadians regardless of data storage laws.

Also out of scope is the treatment and 
sovereignty of the myriad other forms of data 
that Canadians generate while online, but that 
is not social media data (e.g., email traffic and 
financial transactions run through platforms 
that are not integrated with social media 
platforms; audio or visual information collected 
through phones and other connected devices 
that are not posted to social media platforms).
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Increasing volumes of data are stored on 
servers around the globe. To address the 
costs and operational challenges of ever-
increasing data collection, it is now common 
for private and public institutions to outsource 
their data storage through on-demand cloud-
based services, where data servers are not 
necessarily located in the country of the data 
subject or presiding jurisdiction.28 There are 
numerous service and deployment models for 
cloud-computing, and examples of major cloud 
data storage companies include Amazon Web 
Services, Google Cloud and Microsoft Azure.29   
In general, the location of data centres can take 
into consideration a variety of factors, including 
proximity to users and skilled labour, electricity 
costs, risk of natural disasters, redundancies, 
security and local laws. 

Our research demonstrates that most social 
media platforms' privacy policies do not 
disclose precisely which jurisdiction they 
store, process and transfer the personal data 
of a given user. Instead, social media privacy 
policies generally provide for the ability to 
store personal data in any country chosen by 
the social media company, unless a country 
or region’s law requires otherwise. This also 
means that social media platforms can 
easily transfer personal data between various 
countries with little oversight or transparency. 
As we can see from the following infographic, 
social media platforms are often not 
transparent about where they store and transfer 
the personal data of Canadian users; and 
none specifically cite Canada as a country 
of storage or transfer for the personal data of 
Canadian users.

In many jurisdictions, personal data stored 
in other countries can be obtained through a 
warrant, court order or subpoena request from 
a foreign law enforcement agency; and under 

some foreign laws, disclosure could take place 
without notice to the user.30 For example, the 
U.S. Foreign Intelligence Surveillance Act can 
compel a communications service provider, 
subject to U.S. law, to turn over data under 
its control. In China, the Cybersecurity Law, 
implemented in 2017, advances the principle 
of cyber-sovereignty which assumes that the 
Internet is subject to state sovereignty.31 The 
U.S.’s FBI has warned that the law could force 
companies that store or transmit data through 
servers in China to surveillance measures.32 

The privacy policies from three of the social 
media platforms we reviewed make this ease 
of access explicit. LinkedIn’s Privacy Policy tells 
users that countries to which their data have 
been transferred “may have laws which are 
different from, and potentially not as protective 
as, the laws of your own country.”33 Pinterest 
tells users that “privacy protections and the 
rights of authorities to access your personal 
information in such countries may not be 
equivalent to those of your home country.”34 
Likewise, Twitter tells its users that “the privacy 
and data protection laws and rules regarding 
when government authorities may access data 
may vary from those of your country.”35 

All of the social media platforms reviewed 
state that they do not sell users’ personal 
data; however, each indicates that it provides 
personal data access to third-party partners, 
affiliates and/or service providers. Each 
also warns users that personal data could 
be shared in the event of a sale, merger or 
acquisition.

Policy-makers should not find it surprising 
that social media platforms store and transfer 
the personal data of Canadian users without 
oversight. The next section identifies gaps in 
Canada’s private sector personal data laws.

Social Media Data Storage Practices
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Company policy on the personal data storage of 
Canadian users

Facebook 
Facebook’s Data Policy states that 
user information and data may be 
stored or transferred “in the United 
States or other countries” outside of 
where users live.36

In 2019, Mark Zuckerberg wrote that 
“[p]eople should expect that we won’t 
store sensitive data in countries with 
weak records on human rights like 
privacy and freedom of expression 
in order to protect data from being 
improperly accessed.” 37 However, no 
publicly-available policy clarifies this.

TikTok 
TikTok’s Privacy Policy states that 
they store and transfer user data “in 
Singapore or in the United States, 
outside of the country where [users] 
live.”38

Prior to 2019, TikTok’s Privacy Policy 
stated: “We will also share your 
information with any member or 
affiliate of our group, in China, for 
the purposes set out above...”39 This 
provision has since been updated 
with: “We may share your information 
with a parent, subsidiary, or other 
affiliate of our corporate group.”

Pinterest
Pinterest’s Privacy Policy states that 
user date are stored and transferred 
“outside your home country, including 
in the United States.”40 

LinkedIn 
LinkedIn’s Privacy Policy states that 
user data are stored “outside [users’] 
country” and that they transfer and 
process data “both inside and outside 
of the United States.”41 

Snapchat 
Snap Inc.’s Privacy Policy states that 
they store, transfer, and process user 
data “in the United States and other 
countries outside of where [users] 
live.”42 

Twitter 
Twitter’s Privacy Policy states that the 
company stores user data in “United 
States, Ireland and any other country 
where we operate” so long as it is 
allowed by the country’s laws of their 
users.43 
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Where do social media platforms store and 
transfer the personal data of its Canadian users?
Facebook 
Facebook states that they own and 
operate their own data centres in 
the U.S., Europe and Asia.44 

Data centre websites and blogs 
report that Facebook stores and 
transfers its data in the U.S., Sweden, 
Ireland and possibly Singapore.45 

LinkedIn
LinkedIn states that it currently 
stores its members’ information in 
the U.S.46 

In 2019, LinkedIn disclosed that it 
used to run its own data centres in 
the U.S. and Singapore, but would 
now use cloud services provided 
by Microsoft Azure (after being 
acquired by Microsoft).47  

Pinterest
Pinterest has not publicly disclosed 
where its data centres are located. 

In 2017, Pinterest agreed to a deal 
with Amazon Web Services to host 
a “substantial majority” of its data. 
Amazon has data servers all over 
the world, including in Montréal, 
Québec.48, 49

Snapchat 
Snapchat states that it stores data in 
the U.S.50 

In its 2017 IPO filing, the company 
disclosed that it used the cloud 
storage services of both Google 
Cloud and Amazon Web Services.51  
Both Amazon and Google operate 
in jurisdictions around the world, 
including in Montréal, Québec.52 

TikTok
TikTok has publicly disclosed 
the existence of data centres in 
Singapore, the U.S.53 and Ireland.54  

Twitter
Twitter has not publicly disclosed 
where its data centres are located. 

In 2018, Twitter announced that it 
would begin using the services of 
Google Cloud for some of its data 
storage.55 Twitter provides a list of 
service providers, including Amazon 
Web Services and Google, that 
indicates they operate in the U.S.; 
but it’s not clear if that refers to data 
storage exclusively in the U.S.56
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Canadian policy-makers at the federal level 
and in several provinces across the country are 
currently deciding how they will modernize their 
private sector privacy laws. In this section, we 
provide an explanation of the current laws as 
they relate to data sovereignty in Canada.

Federal Law Regulating Private Sector
At the federal level, Canadians’ social media 
personal data are generally regulated by the 
Personal Information Protection and Electronic 
Documents Act (PIPEDA).57 It is a unique piece 
of legislation because it contains a mixture of 
requirements as well as recommendations. 
Schedule 1 of PIPEDA consists of ten principles 
that reproduce guidelines drafted by an 
industry association in the early 1990s,58 
which outline how organizations should 
collect, transfer and process personal data 
of Canadians.59 It authorizes the Office of the 
Privacy Commissioner of Canada (OPC) to 
investigate complaints of non-compliance, but 
only to issue non-binding recommendations; 
while the Federal Court of Canada is able to 
provide binding decisions and remedies for 
complainant-initiated investigations (not those 
initiated by the OPC).60  

Regarding data sovereignty, PIPEDA does 
not prohibit organizations from transferring 
personal data to third parties or outside 
of Canada. However, the Act does state 
that organizations are “responsible” for the 
protection of personal information that is 
transferred for processing, regardless of 
location.61 When organizations transfer 
personal information to a third party for 
processing, PIPEDA requires organizations 
to provide a “comparable level of protection” 
to the protection it would receive had the 
information stayed within the possession of the 
organization.62 However, the term “comparable 

level of protection” is undefined in PIPEDA and 
has not yet been interpreted in court.

PIPEDA also requires personal information 
to be protected against unauthorized access 
by security safeguards appropriate to the 
sensitivity of the information.63 Finally, as of 
2018, organizations are also required to report 
security breaches of personal information 
“under its control” to the OPC and affected 
individuals; Facebook, for example, notified 
600,000 Canadians of the Cambridge Analytica 
data breach.64

The Office of the Privacy Commissioner of 
Canada (OPC) began a public consultation in 
2019 on its policy position on transferring data 
outside of Canada under PIPEDA.65 It stated 
that its position had evolved and that doing so 
should require:

• Explicit consent for personal data to be 
transferred outside of Canada; and

• Alternative options, if any, be 
communicated for those who do not wish 
to have personal information transferred 
outside of Canada. 

In September 2019, the OPC concluded 
its consultation and decided not to alter its 
position.66 Instead, OPC’s guidelines continue to 
allow companies to decide where Canadians’ 
personal data will be stored and transferred 
without explicit consent.67 

There are longstanding criticisms of PIPEDA. 
The OPC itself has called the legislation 
outdated and inadequate for data protection 
due to a lack of enforcement.68 PIPEDA also 
enables organizations to largely self-regulate 
and set their own standards for data protection, 
due to weak oversight powers on transfers of 
personal data outside of Canada.69 

Canadian Law on Data Sovereignty
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Since PIPEDA was enacted nearly 20 years 
ago, the OPC has released only 21 publicly-
available investigation findings or case 
summaries that examine the “comparable 
level of protection” for the transfer of data 
to third parties.70 Neither the Federal Court 
nor the Federal Court of Appeal, which have 
jurisdiction over PIPEDA claims, have ruled 
to provide enforcement or remedy regarding 
comparable levels of protection. In the two 
decades since the enactment of Canada’s 
current privacy law, there has not been a single 
fine or enforced remedy against companies 
transferring personal data outside of Canada 
with insufficient protection.

This reinforces the reality that PIPEDA 
comprises principles that sound excellent 
on paper while enabling organizations to 
evade regulatory compliance when it comes 
to safeguarding the security and privacy 
of personal data for Canadians. The self-
regulatory approach of PIPEDA fundamentally 
jeopardizes the security, privacy and protection 
of personal data for users of social media 
platforms — whose data can currently be freely 
transferred both outside of Canada and to third 
parties without the knowledge and consent 
of Canadian social media users, and without 
meaningful limitation under Canadian privacy 
law.

The 2019 mandate letter for Canada’s Minister 
of Innovation, Science and Industry committed, 
in collaboration with the Minister of Justice and 
Minister of Canadian Heritage, to “enhanced 
powers for the Privacy Commissioner, in order 
to establish a new set of online rights, including 
… the knowledge of how personal data is being 
used, including with a national advertising 
registry and the ability to withdraw consent for 
the sharing or sale of data; the ability to review 
and challenge the amount of personal data 
that a company or government has collected; 
[and] proactive data security requirements.” 

It also committed to “new regulations for 
large digital companies to better protect 
people’s personal data and encourage greater 
competition in the digital marketplace.”The 
letter called for a newly created Data 
Commissioner to oversee these regulations.71

These commitments to new protections and 
powers are welcome news, because PIPEDA as 
it currently stands therefore leaves social media 
personal data vulnerable to the surveillance 
of other countries. It also leaves this data 
vulnerable to the access, use, transfer and 
processing by malicious attackers. 

Provincial Law Regulating Private Sector
PIPEDA does not apply to the private sector 
in Alberta, British Columbia or Québec; 
these provinces have enacted private sector 
laws that have been deemed substantially 
similar to PIPEDA through federal regulatory 
exemptions.72 None of these laws currently 
requires the private sector to store personal 
data in Canada, provided that the organization 
ensures third parties to which the data are 
transferred continue to comply with the 
requirements of the law.

Alberta is the only province with private 
sector privacy law that has a specific notice 
requirement for personal data transferred to a 
third-party service provider and stored outside 
of Canada. It requires that the organization 
develop and follow policies and practices that 
“include information regarding the countries 
outside Canada in which the collection, use, 
disclosure or storage is occurring or may 
occur.”73 It also requires that individuals be 
notified of transfer outside of Canada, and 
be provided with information about how to 
obtain access to the organizations’ policies 
and practices with respect to service providers 
outside Canada, as well as the name or title of 
a person who is able to answer questions on 
behalf of the organization.74 
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In June 2020, the Government of Québec 
introduced Bill 64, An Act to modernize 
legislative provisions as regards the protection 
of personal information, making significant 
changes to data transfer requirements outside 
of Québec. The draft Bill currently does not 
require that organizations obtain individual 
consent for transfers to third-party service 
providers, but does require that they conduct a 
Privacy Impact Assessment prior to transferring 
personal information outside of Québec. The 
organization would be required to take into 
account the sensitivity of the data, the protection 
measures that would apply and the degree 
of equivalency to Québec of the jurisdiction’s 
legal framework with respect to the protection 
of personal information. It further provides that 
the government will publish a list of jurisdictions 
considered equivalent, similar to the GDPR 
provisions. These provisions, if passed, will come 
into force one year after the date of assent.75 

As such, there is the potential for a lack of 
consistency in the privacy rights afforded by 
PIPEDA and the provincial laws that have been 
deemed substantially similar to PIPEDA.76 This 
may be exacerbated further as Québec moves 
forward with more explicit requirements around 
data localization, and the Province of Ontario 
considers implementing its own private sector 
privacy law explicitly seeking to address gaps in 
legislation like PIPEDA.77  

Public Sector Data Law
Compared to private sector law, Canadian 
laws and policies regarding storage of data 
collected by governments or public institutions 
provide more stringent requirements. Following 
the enactment of the U.S. PATRIOT Act, which 
expanded the surveillance powers of U.S. 
intelligence and law enforcement agencies, both 
British Columbia and Nova Scotia amended 
provincial law requiring personal information 
in the control of public institutions to be stored 
only in Canada. Some provincial legislation also 

restricts transfers of personal health data held 
by the public sector outside of Canada or that 
province.78 

Since 2017, Government of Canada policy has 
required that data storage within Canada (or 
federal premises abroad such as a diplomatic or 
consular mission) be “identified and evaluated 
as a principal delivery option” for all data in its 
control classified as Protected B, Protected C or 
Classified.79 Protected B and C classifications 
include information that could cause serious or 
grave injury to an individual or organization if 
compromised, such as financial, medical and 
legal information, but do not include personally 
identifying information, such as name, address 
and Social Insurance Numbers, which are 
considered Protected A.80 In the Government of 
Canada’s Information Technology Strategic Plan, 
it described this data localization requirement as 
necessary to “ensure Canada’s sovereign control 
over its data, departments and agencies.”81 

Canada’s International Trade Agreements
Canada is a signatory to various trade 
agreements that shape the development 
of privacy law in the country and may limit 
the ability to require data localization. For 
example, both the new Canada-United States-
Mexico Agreement (CUSMA) and the Trans-
Pacific Partnership prohibit signatories from 
implementing limitations on the transfer of data 
between countries subject to the agreement, 
unless doing so is necessary to achieve a 
“legitimate public policy objective”.82 The CUSMA 
further prevents requirements for the private 
sector (excluding financial institutions) to “use or 
locate computing facilities in that Party’s territory 
as a condition for conducting business in that 
territory.” This could be used to challenge legal 
requirements for data storage in Canada.83
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Unlike Canada, other jurisdictions around 
the world explicitly regulate the storage and 
transfer location of social media personal 
data. In this section, we provide a scan of the 
current approaches to data sovereignty in other 
jurisdictions.

The GDPR prohibits the transfer of personal 
data outside of the European Economic 
Area (EEA), which includes all EU countries 
in addition to Iceland, Liechtenstein and 
Norway, unless the transfer meets one of three 
conditions:84   

1. The transfer is to a country that has 
been assessed by the EU Commission 
to have adequate safeguards for data 
projection, equivalent to those in the 
EU.85 The list of countries deemed 
adequate is continuing to evolve, 
but currently includes Canada.86 The 
Canadian adequacy decision from 2001 
was specific to organizations subject 
to PIPEDA, which had been assumed 
to include the three provincial laws 
deemed substantially similar to PIPEDA. 
However, a surprising 2014 EU decision 
recommended against adequacy for 
Québec, which has created uncertainty 
about Alberta and British Columbia’s 
adequacy as well;87  

2. The transfer has appropriate safeguards, 
which currently include standard 
contractual clauses or legally-
binding corporate rules that provide 
for enforceable data security and 
protection, and only on the condition 
that enforceable data subject rights and 
effective legal remedies for data subjects 
are available;88 or 

3. The data subject provides explicit 
consent for personal data to be 
transferred outside of the EEA, only after 
having been informed of the possible 
risks of such transfers for the data subject 
due to the absence of an adequacy 
decision and appropriate safeguards.89  

In July 2020, the Court of Justice of the 
European Union declared invalid the EU-U.S. 
agreement on adequacy, which is currently 
undergoing appeal. The judgment cited the 
U.S. Foreign Intelligence and Surveillance 
Act and presidential executive orders on 
surveillance as not meeting the minimum 
proportionality principles under EU law.90

Most Western social media platforms are 
blocked in China; however, Chinese law 
generally requires personal data to be stored 
in China, unless the data transfer receives a 
positive security assessment from a Chinese 
provincial government.91 

Indian law requires that personal data related 
to financial transactions only be transferred 
to other jurisdictions with explicit consent and 
adequate levels of protection.92 The law also 
provides the government with authority to 
require that certain ‘critical’ personal data be 
stored and processed only in India, but it has 
not exercised this authority for social media 
data.93 In June 2020, India blocked TikTok, 
WeChat and many other Chinese mobile apps, 
citing national security concerns.94

Global Approaches to Data Sovereignty

China

India

European Union (GDPR) 
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Russian law requires that all personal data of 
Russian citizens be stored in Russia, and was 
recently amended to increase penalties for 
non-compliance.95 If the platforms are unable 
to determine citizenship of the data subject, the 
Russian government recommends localizing 
data with Russian IP addresses.96 Google and 
Apple reportedly comply with this requirement, 
while LinkedIn is blocked within Russia for non-
compliance.97 Twitter and Facebook were both 
fined in 2020 for non-compliance, and Russian 
lawmakers are reportedly considering banning 
Facebook and Instagram.98

South Korean law requires companies to 
obtain explicit consent from data subjects 
for transborder data transfer, which includes 
providing information about the data recipients, 
their purposes, the period of retention and the 
specific data to be provided.99

In July 2020, Turkey amended its law to require 
personal data to be stored in Turkey for social 
media platforms with more than one million 
daily users in Turkey.100 Facebook and Google 
have reportedly started using Turkey-based 
servers as a result.101

While the U.S. does not have data localization 
requirements, it has used federal authority 
to try and shape where American user data 
are stored. In May 2019, the U.S. Committee 
on Foreign Investment in the United States 
required China’s Beijing Kunlun Tech Co. to 
divest its majority stake in the gay dating app 
Grindr, citing concerns that sensitive personal 
data could be misused for blackmail.102 In 
August 2020, President Trump signed executive 
orders declaring TikTok and WeChat would be 
blocked in the U.S. after 45 days. The WeChat 
ban was put on hold by a U.S. judge citing 
potential violations of freedom of speech rights; 
while the TikTok ban was put on hold pending 
a potential restructuring that will have American 
company Oracle operate a data cloud in the 
U.S. separate from its Chinese parent.103   

In 2019, Vietnam introduced requirements 
that online services establish a representative 
office in Vietnam and retain a copy of personal 
data in the country if the company is notified 
that its services have been used to commit 
violations of Vietnamese law and the company 
has not taken remedial measures to address 
the violations. The Vietnamese government 
notified Facebook that it was considered 
non-compliant by allowing users to post anti-
government comments on the platform.104

Russia

South Korea

Turkey

United States of America

Vietnam
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Public Policy Question: How should 
Canadian privacy law protect the security 
and privacy of social media personal data 
stored outside of Canada? 

To guide thinking about this policy question, 
it is important to understand the opinions 
of Canadians. A representative survey we 
conducted in May 2020 found that Canadians 
overwhelmingly support the storage of 
Canadians’ data in Canada — with only 3% 
disagreement. Older Canadians felt even more 

strongly, with 93% agreement among those 
aged 60 or older. In interviews with Canadians, 
most cited concerns with government 
surveillance outside of Canada, principally 
from China and the United States. Those we 
spoke with who disagreed or were neutral on 
the issue were not any less concerned about 
data security or privacy but indicated weak 
trust with Canadian institutions, believing that 
storage in Canada could still be inappropriately 
surveilled or used. 

Public Policy Options

 “I totally agree. We assume that if they are operating in Canada, they are keeping our data in Canada. There is so 
much on the news about China stealing information through applications that it makes you think about it.”

“I don’t think it makes a difference. No one is to trust, so it doesn’t make a difference where my data is stored.”

“If companies that have my data want to operate in Canada, they should be 
required to keep Canadians’ data within Canada and not allow access to other 
countries."
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There are several policy options and 
considerations as private sector privacy law 
evolves that could better secure and protect 
social media personal data for people in 
Canada. In the following sections, we explore 
three options as the federal government 
modernizes PIPEDA regarding personal data 
transfers and storage outside of Canada. We 
examine the impacts of each option on three 
measures of analysis: its effect on the law; 
on social media companies; and finally on 
the privacy and data protection afforded to 
Canadians. Each option can be undertaken 
separately, or together with the others. 

For the final and third measure of analysis 
focused on data protection, we would like 
to explicitly acknowledge that people who 
are racialized (particularly those who are 
Black and/or Indigenous), low-income, 
part of the LGBTQ+ community and other 
marginalized communities, are more likely to 
disproportionately benefit from any options 
that strengthen privacy and data protection 
for individuals. These populations continue 
to face longstanding threats to their privacy 
and disproportionate surveillance from law 
enforcement.105 Digital technologies’ abilities 
to match, categorize and sort individuals 
are often used in ways that magnify pre-
existing discriminatory patterns and reflect 
long-standing social divisions that are deeply 
entangled with sexism, racism, homophobia, 
settler-colonialism and other intersecting 
oppressions.106  

Our Framework
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Option 1: (Actually) Require 
Comparable Levels of 
Protection
This option would strengthen PIPEDA to provide 
precise requirements and enforcement, 
to ensure that personal data receive a 
“comparable level of protection” as it would in 
Canada when they are transferred outside of 
the country. 

This could mirror the GDPR model and 
the proposed new model in Québec by 
empowering the Office of the Privacy 
Commissioner of Canada (OPC) to assess 
the adequacy of the legal jurisdiction to which 
data are transferred, as well as the contractual 
obligations of the receiving organization.

Measure A: Impacts on  
Canadian Law 

This option would require a more rigorous 
definition of the term “comparable level of 
protection” than currently exists within PIPEDA. 
It would also enable the OPC to assess and 
meaningfully enforce comparability. 
PIPEDA could be strengthened to provide for 
other jurisdictions to be deemed comparable, 
taking into consideration:

• The protection of rights and freedoms in 
law, particularly concerning the national 
security and law enforcement powers in 
the country where data are transferred or 
stored;

• The adequacy and meaningful 
enforcement of these protections; and

• Limitations or obligations regarding 
onward transfer to other countries.

Similar to the GDPR, PIPEDA could also provide 
for transfers to jurisdictions not deemed 
comparable through legally-binding and 
enforceable obligations, such as multinational 
corporate rules or contracts that protect and 

secure the rights of data subjects. These 
requirements could include:

• Appropriate security measures to protect 
against accidental or unlawful access, 
disclosure, modification or loss, such as 
encryption;

• Data use restrictions;
• Limitations on further transfer, including in 

the event of ownership change;
• Requirements that the contract is 

governed by the law of the data exporter, 
that the applicable law of the data 
importer does not prevent it from fulfilling 
these obligations, and requirements for 
prompt disclosure and termination if 
there is a change in this regard; and

• Enforcement mechanisms to assess 
compliance of the above.

Providing new authority to the OPC to conduct 
and enforce these assessments would also 
require additional investigative resources, 
as well as stronger investigative tools and 
financial penalties. The existing enforcement 
mechanisms within PIPEDA, including the 
inability to seek redress from OPC-initiated 
investigations or independently issue fines, 
are currently insufficient to protect Canadians. 
This could also include authority to enter 
into binding bi- or multilateral agreements 
with other jurisdictions to implement these 
protections, including for example with the 
European Union to maintain its adequacy 
decision under the GDPR.

Measure B: Impacts on Social 
Media Platforms  

This option could have a potentially significant 
impact on social media platforms. Depending 
on how “comparable level of protection” is 
defined and operationalized, it could have 
a similar effect to that currently playing out 
between the EU and the U.S., where American 
platforms would be potentially barred from 
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storing or transferring Canadian user data 
to the U.S. if the country is deemed to have 
inadequate protections due to its surveillance 
powers. Changes to existing storage practices 
may have impacts on platforms’ costs and 
revenues, as well as operations (e.g., content 
moderation, analytics).

However, this approach would still allow the 
platforms to remain relatively free to transfer 
personal data outside of Canada, so long as 
minimum conditions are met.

Measure C: Impacts on Data 
Protection for Canadians 

Providing more precise requirements and 
enforcement to ensure transfers outside 
of Canada provide a comparable level of 
protection is much more likely to limit transfers 
to jurisdictions and organizations where 
Canadians’ personal data are unlikely to be 
subjected to unauthorized access. 

It is worth noting that critics of this approach 
point out that most cybersecurity vulnerabilities 
are exploited remotely or through insider 
threats, neither of which are addressed by the 
jurisdiction of the data, and that geographic 
constraints on cloud storage could improve 
threats actors’ targeting.107  

While this measure would not eliminate the risk 
of unauthorized data access or breach outside 
of Canada, it would be a significant step 
toward data sovereignty for Canadians’ data.

Option 2: Require Explicit 
Consent for Transfer 
Outside of Canada
This option would strengthen PIPEDA to require 
social media platforms to obtain explicit 
consent from individuals for the transfer of 
their personal data to jurisdictions that do not 
provide comparable protection, and provide 
information regarding the specific data and 
countries involved in the transfer.

Under a consent model, individuals are 
provided with control over their personal data 
and can decide for themselves how to weigh 
the cost and benefits of the collection, use and 
disclosure of their information, and legitimize 
activities that would otherwise be illegitimate.108

Measure A: Impacts on  
Canadian Law 

This option would require clarification in 
PIPEDA and the introduction of explicit 
requirements around transfers outside of 
Canada. 

PIPEDA currently requires the knowledge and 
consent of the individual for the collection, 
use or disclosure of personal information. 
The current interpretation of this provision is 
that additional consent is not required when 
personal data are transferred to a third-party 
service provider or outside of Canada, so long 
as the data are being used for the purpose they 
were originally collected.

Measure B: Impacts on Social 
Media Platforms 

This option would require that social media 
platforms collect explicit consent for transfer 
outside of Canada, and provide the specific 
personal data to be transferred and the 
countries where personal data could be stored. 
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This would likely require modifications to some 
platforms’ privacy policies, particularly as they 
relate to transfers to third parties and affiliates. 
It could also lead to platforms providing 
exhaustive lists of all the countries in which  
data could be stored, to maintain flexibility for 
economic efficiency or innovation.

Measure C: Impacts on Data 
Protection for Canadians 

This option would operationalize the principle 
that Canadians deserve to maintain control 
and decision-making over their personal data. 
The OPC stated in their 2019 consultation on 
this topic: “Where there is a meaningful risk that 
a residual risk of harm will materialize and will 
be significant, consent should be express, not 
implied.”109 The consent should also be freely 
given, specific, informed and unambiguous, 
ideally allowing individuals to use the service 
even if they do not consent to the data transfer. 

Such an approach could act as a deterrent 
from platforms storing data in jurisdictions 
with poor reputations for human rights. It could 
also help to protect against the potential for 
changes in data storage and transfer practices 
after consent is provided, including in the event 

a platform’s data are sold or merged. 
While we believe this option is an important 
step forward, it is unlikely to meaningfully 
change Canadians’ digital privacy and security 
on its own. It would provide Canadians some 
additional information on the treatment of their 
personal data and may change the behaviour 
of some people. However, no amount of digital 
literacy and information can alter the market 
position of most of these platforms, and the 
take-it-or-leave-it consent model. 

Online consent forms are often long and 
confusing. Scholars and experts argue that 
consent is being pushed beyond its capabilities 
in the social media era. In this context, consent 
does not provide people with meaningful 
control over their data. Too many entities are 
involved in complex and ongoing collection 
and use of personal data, such that even the 
most rational and well-informed person is 
unable to meaningfully weigh the costs and 
benefits.110 

As such, additional public policy protections 
are needed regardless of individual consent.111
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Option 3: Consider Special 
Protections for Sensitive 
Personal Data
This option would modernize Canadian privacy 
law to provide special protections for sensitive 
personal data. As an example, the law could 
require or provide regulation-making ability 
such that sensitive data collected by social 
media platforms be encrypted if transferred 
outside of Canada. That would involve a 
process to define this class of data. Defining 
a class of data as sensitive would provide 
organizations increased certainty regarding 
their obligation to safeguard against the 
unauthorized access or breach outside of 
Canada, even in countries deemed to provide 
a comparable level of protection. Biometric 
data, such as facial feature vectors, or private 
message content that can contain intimate 
medical, sexual and political information, could 
significantly jeopardize the safety and privacy 
of Canadians in the wrong hands.

Measure A: Impacts on  
Canadian Law  

PIPEDA currently requires personal information 
to be protected by “security safeguards 
appropriate to the sensitivity of the information” 
and recommends that “more sensitive 
information should be safeguarded by a higher 
level of protection.” This principle is elaborated 
in Schedule 1 as follows: 
“Although some information (for example, 
medical records and income records) is 
almost always considered to be sensitive, 
any information can be sensitive, depending 
on the context. For example, the names and 
addresses of subscribers to a newsmagazine 
would generally not be considered sensitive 
information. However, the names and 
addresses of subscribers to some special-
interest magazines might be considered 
sensitive.”112 

These principles are desperately in need of 
modernization, clarity and greater enforcement. 
The GDPR, for example, provides extra 
protections for ‘special category’ data, which 
includes:

• Genetic, biometric and health data;
• Personal data revealing racial or ethnic 

origin, or religious beliefs;
• Personal data revealing political opinions 

or trade union membership; and
• Personal data concerning a person’s sex 

life or sexual orientation.113

The GDPR generally prevents special category 
data from being processed by social media 
platforms without explicit consent, while also 
enabling member states to prohibit processing 
regardless of consent. Spain, for example, 
prohibits processing special category data, 
even with consent, if the principal purpose of 
the processing is to identify the data subject’s 
ideology, trade union membership, religious 
beliefs, sexual orientation, or racial or ethnic 
origin.114 This has, for example, prevented 
Facebook from targeting ads with users’ 
religious and sexual orientation information 
collected from its new dating product.115

Measure B: Impacts on Social 
Media Platforms

This approach could require significant 
changes to the way that social media platforms 
operate in Canada.

Platforms could take the approach of localizing 
storage in Canada of either the sensitive 
data or the encryption keys to that data. Such 
a change may be challenged under the 
CUSMA, which generally prohibits Canada 
from requiring American businesses to have 
servers in Canada. It is uncertain whether a 
change in Canadian privacy law requiring 
that sensitive personal data be encrypted if 
transferred outside of Canada would meet this 
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test. This option could make it more difficult for 
individuals who travel in and out of Canada 
to access their personal data, and it is likely to 
impact social media platforms’ costs, revenues, 
and operations (e.g., content moderation, 
analytics). In this way, it could favour larger 
companies that can operate at scale.

Platforms could also take the approach of 
implementing end-to-end encryption on 
sensitive data, such as private messages. 
End-to-end encryption means only the sender 
and receiver can open the data, and prevents 
the service provider or data storer from being 
able to decrypt the data. There is an ongoing 
debate in Canada and with its allies about 
access to end-to-end encrypted messages for 
the purposes of law enforcement and national 
security.116 This policy debate and how best to 
protect the privacy and security of Canadians’ 
private messages will be the subject of a 
forthcoming paper from the Cybersecure 
Policy Exchange. However, regardless of how 
sensitive data are encrypted or protected, 
we believe privacy and security protections 
for Canadians’ most sensitive data should 
be within the control of Canadian decision-
makers.

Measure C: Impacts on Data 
Protection for Canadians 

If sensitive data are appropriately secured to 
prevent access outside of Canada, then there 
would be greater certainty that Canada’s 
privacy and security laws would supersede in 
application before the laws of another country 
apply. The hope is that such requirements 
would better safeguard against the possibility 
of unauthorized or accidental access to 
Canadians’ most sensitive information.
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Canadian policy-makers at the federal and 
provincial levels face an immense challenge, 
and opportunity, as they modernize our privacy 
laws in the social media age. Privacy remains 
a fundamental right in Canada, even as the 
transfer of data across borders increasingly 
becomes the norm.117 Foundational to our 
democracy is our ability to freely engage 
with each other, and to do so with trust and 
confidence that our privacy and security will be 
ensured. Increasingly, these engagements are 
taking place on digital platforms outside our 
borders.

Adequate protection of our personal data 
from unauthorized access, use and disclosure 
is a foundational legal principle enacted 
more than two decades ago. It is urgent that 
we modernize our laws to ensure that this 
principle and our privacy rights are upheld 
as we move increasing amounts of personal 
data to countries around the world. Canadians 
should have assurance that the jurisdictions 
where data are transferred protect and enforce 
their rights, transparent information to inform 
their decision, and confidence that their most 
sensitive data will never be compromised.

As jurisdictions around the world grapple 
with these challenges, many have rightly 
suggested there is a role for more coordinated 
international governance. Because platforms 
are global organizations and no one state can 
shift the structure of the social media platform 
economy, there are growing calls for greater 
international collaboration and coordination 
to regulate matters of data privacy, security, 
competition and content, similar to the post-war 
industrial rules that were developed to govern 
the financial markets, conflict prevention and 

so on.118 The OECD’s 2013 Privacy Framework 
and guidelines governing transborder flows 
of personal data are an example of existing 
efforts to this end.119 There is debate about 
how such a platform governance model 
could be structured that is beyond the scope 
of this paper. However, we include this here 
to point out that Canada should continue to 
play a leadership role in coordinating such an 
approach that contributes toward greater data 
sovereignty, alongside the greater domestic 
protections and enforcement that we propose.

We put forward this discussion paper in 
the hope of advancing these objectives, in 
conversation with policy-makers, stakeholders, 
experts and civil society to enhance 
Canadians’ trust and security online.

Conclusion
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This paper was informed by:
• A literature review;
• A representative survey of 2,000 Canadians; and
• 20 interviews with Canadians regarding digital privacy and security.

Survey data cited in this report are from an anonymous survey conducted online by Pollara Strategic 
Insights with 2,000 Canadian residents aged 18 and older from May 14 to 22, 2020. A random 
sample of Canadian residents who have opted-in to the AskingCanadians panel were invited to 
complete the voluntary survey. The data were weighted by region, gender and age, based on the 
most recent Canadian census figures to ensure that the sample matched Canada’s population. As a 
guideline, a probability sample of this size would yield results accurate to +/- 2 percentage points, 19 
times out of 20 (95%). Totals may not sum or add to 100 due to rounding.

Methodology

Table 1: Canadians’ Perspectives on Data Localization 
“Whether online services that operate in Canada, like Amazon, Facebook or Google, need to store 
the data they collect in Canada or outside of the country has been a topic of debate. To what extent 
do you agree with the following statement: ‘If companies that have my data want to operate in 
Canada, they should be required to keep Canadians’ data within Canada and not allow access to 
other countries’.”

*very small base; ineligible for significance testing
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Table 2: Canadians’ Use of Social Media and Messaging Platforms 
“Which online messaging or video call services or social media platforms have you used during the 
past two (2) months? (Select all that apply)”
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