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Executive Summary 
Ill-intentioned actors are rapidly developing the 
technological means to exploit vulnerabilities 
in the web assets, software, hardware, and 
networked infrastructure of governments 
around the world. Numerous jurisdictions have 
adopted the policy approach of facilitating 
coordinated vulnerability disclosure (CVD) as 
one means to better secure the public sector’s 
systems, through which external security 
researchers are provided a predictable and 
cooperative process to disclose security flaws 
for patching before they are exploited. Canada 
is falling behind its peers and allies in adopting 
such an approach.

A global scan of vulnerability disclosure policy 
approaches indicates that 60 percent of 
G20 member countries provide distinct and 
clear disclosure processes for vulnerabilities 
involving government systems, with many 
providing clarity regarding the disclosure 
process and expectations for security 
researchers regarding communication and 
acceptable activity. The Netherlands and 
the US are particularly leading the way 
when it comes to providing comprehensive 
policy and pragmatic solutions for external 
vulnerability disclosure, acting as a learning 
model for Canada. Both countries have also 
begun to provide explicit legal clarification 
regarding acceptable security research activity, 
particularly in the context of coordinated 
vulnerability disclosure. 

In Canada, there exists no legal or policy 
framework regarding security research and 
vulnerability disclosure done in good faith; that 
is, done with the intent and in such a way to 
repair the vulnerability while causing minimal 

harm. Absent this framework, discovering 
and disclosing vulnerabilities may result in 
a security researcher facing liability under 
the Criminal Code, as well as potentially the 
Copyright Act, if exemptions do not apply. 
Whistleblower legislation in Canada generally 
would also not apply to vulnerability disclosure 
except in very limited, specific instances. 

Further, Canada’s Centre for Cyber Security 
— and its parent agency the Communications 
Security Establishment — currently have 
practices and policies that may discourage 
people from disclosing vulnerabilities and, on 
top of this, are also opaque about how such 
vulnerabilities are handled.

The cumulative effect of this approach in 
Canada means that there is no straightforward 
or transparent path for a person wishing to 
responsibly disclose a security vulnerability 
found in the computer systems used by the 
Government of Canada — resulting in possible 
non-disclosure, public disclosure before 
remediation, or otherwise enabling the use of 
security vulnerabilities by attackers in ways 
that could jeopardize the security of Canada’s 
computer systems and the people that they 
serve. 
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In light of these findings, we advocate for the following 
three policy solutions in Canada to remedy these gaps:  

1.	 Canada needs a policy framework for good faith vulnerability discovery 
and disclosure; 

2.	 Canada should carefully implement coordinated vulnerability disclosure 
procedures for the federal government’s computer systems, and draw on 
emerging best practices as it does so; and 

3.	 Vulnerabilities disclosed to the government from external actors should be 
kept separate from the government’s handling of vulnerabilities uncovered 
internally in the course of Canada’s defensive and offensive intelligence 
efforts. 
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The Need for Coordinated 
Vulnerability Disclosure 

In 2008, the Dutch court faced a difficult 
decision. Academic researchers at Radboud 
University decided to examine the security of 
a smart card, which was being rolled out on a 
mass scale for use across the country’s transit 
system.1 The contactless card reader used the 
MIFARE Classic chip by Dutch manufacturer 
NXP. The chip was already in use for major 
transit systems, including London,2 Hong Kong 
and Boston,3 and for government buildings 
in the Netherlands and elsewhere.4 In their 
work, the security researchers discovered that 
the chip’s encryption algorithm was using a 
random number generator to protect the card’s 
memory that was not, in fact, random at all.5 
The result was that the research team was 
able to access the chip’s encryption protocol, 
enabling them to use cloned smartcards for 
limitless transit trips and unauthorized entry into 
government buildings. 

The researchers informed NXP, the Dutch 
Ministry of the Interior, and the Dutch transit 
agency not long after discovering the flaw in 
early March 2008, in hopes that the security 
flaw could be patched.6 The researchers sought 
to give the government and NXP at least six 
months to remediate the issue before releasing 
the results of their research at an academic 
conference in October 2008.7 The six-month 
embargo was not an issue for the Dutch 
intelligence and security agency, which saw 
the timing as reasonable and beneficial for the 
government.8 But in June that year, NXP sought 
a restraining order against the researchers, 
hoping to prevent them from publishing their 
research in October. The judge carefully 
weighed the interests at stake when security 
researchers disclose vulnerabilities — including 

corporate intellectual property rights, human 
rights such as freedom of expression, and the 
motivation and impact of security research and 
hacking activity.9

The court rendered its decision in July 2008. 
In short, the court rejected NXP’s request to 
suppress the information largely on the basis 
of copyright law and freedom of expression.10 It 
held that the chip’s algorithm, a mathematical 
formula, was not a copyrighted work and had 
never been made public. The court also found 
that the researchers lacked the element of 
intention needed for criminal liability, given 
that their work “sought only to raise the issue 
of social wrongdoing and promote scientific 
research on encryption.”11

More than this, the court concluded that 
the risk of misuse of the chip emanated not 
from the researchers’ activity, but due to the 
chip design itself. NXP had also provided an 
assessment of harm that was far too general 
and oversimplified to justify the limitations 
they sought on the researchers’ freedom 
of expression. In the end, a student at the 
centre of the Radboud research project won 
numerous awards for his contributions to 
the field of security,12 the professors involved 
continued their illustrious careers, and NXP 
continued to release improved smartcard chips 
in which security researchers invariably found 
vulnerabilities.

The case is significant for the way it has 
shaped policy discourse and solutions in 
the Netherlands regarding coordinated 
vulnerability disclosure (CVD), a policy 
approach that provides external security 
researchers a predictable and cooperative 
process to disclose security flaws for patching 
before they are exploited.13 Since 2008, security 
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researchers in the Netherlands have been able 
to rely on this legal decision to support the 
claim that disclosing vulnerabilities responsibly 
and in a coordinated fashion is indeed possible 
and is, in fact, often desirable in pursuit of 
better ensuring the security of the government’s 
computer systems and critical infrastructure. 

After numerous other significant hacks of 
government systems, the Dutch government 
released two documents in 2013 that explained 
how coordinated vulnerability disclosure should 
be treated by organizations, prosecutors in the 
Netherlands, and the Dutch National Cyber 
Security Centre, both of which are described in 
detail below.

The case also illustrates the need for 
governments to consider facilitating disclosure 
of vulnerabilities found in their systems (of vital 
importance) as one solution among many in 
the pursuit of more secure infrastructure. This 
is because software and hardware will always 
contain latent vulnerabilities that have the 
potential to be exploited,14 regardless of how 
much testing is done prior to deployment.15

Cyberattacks on critical infrastructure are 
also now the norm16 and come at alarming 
costs. Indeed, cyberattacks are significantly 
disrupting digital infrastructure and operations 
in Canada at an increasing rate, with annual 
economic losses estimated at more than $3 
billion.17 A recent report estimated that Canada 
experienced more than 4,000 ransomware 
incidents in 2020 — with costs to organizations 
exceeding $1 billion.18 Statistics Canada also 
found that more than one-fifth of Canadian 
businesses reported being impacted by 
cybersecurity incidents in 2019.19 Indeed, the 
rapidness of technological development has 
resulted in calls for internationally coordinated 

responses to cyberattacks20 and the 
vulnerabilities that can enable them.21

On top of this, approximately 28% of 
organizations have reported an increase in 
cyberattacks, insider threats or data breaches 
since the COVID-19 pandemic began.22 
Another report found that the average cost of 
data breaches in Canada has risen 7% since 
2019,23 while the average ransom demand 
increased by 33% since Q4 2019.24 Internet-
connected (Internet of Things or IoT) devices 
procured by federal governments warrant 
particular attention when it comes to security 
considerations, given their interconnected 
nature and the supply chain risks that insecure 
devices pose to the government.25 The 2020 
National Cyber Threat Assessment issued 
by the Canadian Centre for Cyber Security 
found that the targeting of critical infrastructure 
industrial control systems will very likely 
increase in the next two years, as attackers 
attempt to place increased pressure to 
promptly accede to ransom demands.26

Governments, organizations, and individuals 
all benefit when security researchers are 
encouraged and enabled to disclose 
vulnerabilities in “good faith”27 — a term used 
throughout this report referring to vulnerability 
disclosure done with the intent and in such a 
way to repair the vulnerability while causing 
minimal harm. Good faith need not be the only 
way to understand such activity; disclosure 
may also be done in the public interest 
and, for those who prefer such terminology, 
may constitute “ethical hacking.”28 In any 
case, providing responsible and predictable 
vulnerability disclosure procedures in turn 
allows researchers to responsibly disclosure 
vulnerabilities for remediation before malicious 
attackers exploit such weaknesses. 
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Coordinated Vulnerability 
Disclosure as Global  
Best Practice 

Facilitating coordinated vulnerability disclosure 
is becoming a policy standard and best 
practice for organizations and governments 
around the globe.29 Beyond the Netherlands, 
the US30 and the UK,31 as well as the EU,32 
are among the jurisdictions that have begun 
providing legal clarification and procedures 
for facilitating coordinated vulnerability 
disclosure as one means to better secure the 
public sector’s systems. However, the topic 
remains understudied and underutilized in the 
Canadian context, leaving Canada’s federal 
institutions potentially more vulnerable in the 
face of threat actors.33

To this end, we engaged in a review of 
interdisciplinary academic literature, 
government policies and procedure, as well 
as legislation, to provide a scan of current 
CVD approaches in Canada and around the 
globe, with a particular focus on countries 
that are members of the G20 and a few 
select countries elsewhere with noteworthy 
policy developments that add to the diversity 
of countries analyzed (see Appendix A). 
Limiting this report’s scope of analysis to focus 
primarily on the CVD policy approaches of 
G20 members was logical given the group’s 
emphasis since at least 2017 on reducing 
vulnerabilities in internet infrastructure, as 
well as implementing norms regarding 
cyberattacks,34 an emphasis which has been of 
heightened importance during the COVID-19 
pandemic.35

This report also draws on two workshops 
held in early 2021, which brought together 
computer security experts hailing from industry, 

This report seeks to help the 
Government of Canada adapt to 
meet the challenges posed by digital 
transformation, and the security threats 
that come with rapid technological 
development and deployment. While 
far from providing exhaustive solutions, 
this report begins to identify both policy 
gaps and pragmatic solutions that 
can harness the skillset of security 
researchers and professionals who 
find and responsibly disclose security 
flaws in government websites, 
software, hardware, IoT devices, and 
critical infrastructure before attackers 
do.

Intent of Report
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government, academia, civil society, and 
computer security incident response teams 
who offered expertise on the benefits, risks, and 
best practices for CVD frameworks that could 
be implemented in the Canadian context (see 
list of participants in Appendix B, whose names 
are listed with permission). The workshops 
were held under the Chatham House Rule, in 
order to facilitate productive dialogue on such 
a critical public policy topic without the need to 
represent certain organizations’ interests.

While this project received financial support 
from the Department of National Defence’s 
Mobilizing Insights in Defence and Security 
program, this report’s findings have 
implications for the security of computer 
systems across all government bodies 
— not only at the federal level, but also at 
the provincial and municipal levels — and 
additionally implicates the systems provided by 
third-party software and hardware vendors for 
government use. 

The Global State of Coordinated 
Vulnerability Disclosure Processes

Governments around the globe have begun 
providing vulnerability disclosure procedures 
for their digital systems. The full result of our 
jurisdictional scan is included in Appendix A, 
which provides information for all G20 member 
countries, including Spain as a permanent non-
member invitee of the G20; and New Zealand, 
which we included due to its membership 
in the Five Eyes intelligence alliance; as well 
as Latvia, the Netherlands and Singapore, 
whose policy approaches we particularly 
gained knowledge about through the expert 
workshops we held in early 2021.  
 
We used a modified version of the standards 
enumerated by Woszczynski et al.36 to assess 
the number of G20 member countries that meet 
best practices for coordinated vulnerability 
disclosure, which Canada does not  
(see Figure 1). 

Figure 1: G20 member countries that meet best practices for CVD, which Canada does not
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This report demonstrates that Canada 
appears to be falling behind several of its 
global peers and allies when it comes to 
providing a policy framework for good faith 
security vulnerability discovery and disclosure 
in respect of government computer systems. 
Various federal laws, as described below, may 
have a chilling effect on good faith vulnerability 
discovery and disclosure in Canada. Despite 
Canada having a fairly robust system in place 
for handling “cyber security events” known 
to the public, Canada’s Centre for Cyber 
Security (CCCS) and its parent agency the 
Communications Security Establishment (CSE) 
currently have vulnerability handling practices 
and procedures generally marked by under-
inclusion and opacity.

These organizational practices by the 
CCCS and CSE — in tandem with a lack of 
an adequate policy framework in Canada 
that draws on best practices regarding 
CVD — operate to dissuade good faith 
security researchers from discovering or 
disclosing vulnerabilities that affect the 
federal government’s systems. Canada’s 
current approach to security research activity, 
or otherwise enable the use of security 
vulnerabilities by attackers in ways (for 
example, including but not limited to, selling 
information on illicit markets) that could 
jeopardize the security of Canada’s computer 
systems and the people that they serve. 
It is important to recognize that facilitating 
coordinated external vulnerability disclosure is 
just one aspect of an organization’s (including 
the government’s) security posture and maturity 
when it comes to addressing the vulnerabilities 

that exist in software and hardware systems. 
This is because vulnerabilities can (and should) 
be discovered and remediated internally using 
various mechanisms through the product 
development process or after the product 
has been released.37 Vulnerabilities may also 
be disclosed to the public, which may occur 
particularly when no vulnerability disclosure 
process exists and is often done in hopes that 
the entity that owns or manages the software 
will quickly remediate the flaw.38

As we describe in the following section, 
coordinated vulnerability disclosure therefore 
specifically addresses the “wicked” problems of 
external vulnerability discovery and disclosure 
— for which there are no right or perfect 
solutions, only better or worse solutions in a 
given context.39 Indeed, facilitating coordinated 
vulnerability disclosure may bring with it the 
risk of perpetuating organizational reliance 
on systems marked by insecurity,40 rather 
than expecting more secure systems up front. 
Enabling the good faith external disclosure of 
vulnerabilities is nonetheless one way to reduce 
the harm associated with the now routine 
exploitation of security flaws and serves as one 
method among many that Canada could use in 
the process of ensuring the improved security 
of the federal government’s digital systems.
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Defining Coordinated 
Vulnerability Disclosure

It is important to understand how vulnerability 
disclosure works in order to provide effective 
policy solutions in respect of this topic. In 
sum, security vulnerabilities in the context 
of computing are a set of conditions or 
behaviours that allow for the violation of an 
explicit or implicit security policy.41 In other 
words, vulnerabilities are weaknesses that can 
be exploited, allowing attackers to perform 
unauthorized and/or undesirable actions. 
The weakness can be found in hardware or 
software code, “in an information system, 
system security procedures, internal controls, or 
implementation.”42

This report focuses specifically on 
vulnerabilities found in computer code and 
systems. Code vulnerabilities involve the 
written code embedded in a product’s software 
and/or firmware components embedded in 
hardware.43 All computer code contains latent 
or undiscovered vulnerabilities. A vulnerability 
is often described as a “zero day” vulnerability 
as soon as it’s first been discovered, but before 
a mitigation becomes available.44 Sometimes 
a vulnerability will always remain, but often the 
risk can be eliminated or reduced. 

System vulnerabilities involve the 
implementation or configuration of an 
information system, with a major source of 
vulnerabilities in this context involving the 
maintenance of up-to-date software or system 
configurations.45 The Equifax incident, involving 
19,000 Canadians,46 is an excellent example 
of a company’s failure to patch vulnerable 
systems, leading to a massive security breach.47

Malicious actors can develop software or 
code to exploit these vulnerabilities, using 
these weaknesses to “steal and extort money 
and data, disrupt processes, or spy on 
organisations and individuals.”48 However, 
organizations can consent to having their code 
or systems exploited in order to test the current 
status of their security measures and system 
configurations through network ‘penetration’ 
testing or ‘red-team’ work that mimics the 
activity of an organization’s threat actors.49

Vulnerability discovery and disclosure can 
take many forms. As mentioned, vulnerability 
discovery and disclosure occur internally in 
the development process. Vulnerabilities can 
also be discovered externally from an entity not 
responsible for maintaining the code or system. 
Security researchers can intentionally set out to 
test systems for vulnerabilities or may stumble 
upon them in the course of their work or spare 
time. Someone who discovers a vulnerability, 
but takes no action, withholds that information; 
this is an instance of non-disclosure. For 
decades, security researchers have routinely 
disclosed vulnerability information to the public 
in order to push software vendors to improve 
their security, which can problematically enable 
attackers to use this information before the 
vulnerability has been patched or remediated.50 
They can also sell the information on 
a potentially illicit market or directly to 
governments (often called the “grey market”).51

In many ways, coordinated vulnerability 
disclosure stands in contrast to these 
vulnerability disclosure methods. It involves 
researchers contacting systems providers 
in order for the vulnerability to be patched 
before the public learns about the vulnerability, 
and to reduce the risk of it being exploited.52 
Coordinated vulnerability disclosure is not an 
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event, but an ongoing process for reducing 
the risk associated with the existence of 
vulnerabilities that have been discovered, but 
not yet remediated or patched.53 The principles 
of CVD include: 

•	 Reducing harm;54 

•	 Presuming benevolence;55 

•	 Avoiding surprise; 

•	 Incentivizing desired behaviour;

•	 Process improvement; and

•	 Addressing the “wicked problem” of 
vulnerability disclosure, which is a 
multifaceted problem for which there are 
no “right” answers, only “better” or “worse” 
solutions in a given context.56

There are various roles in coordinated 
vulnerability procedures.57 There are the finder/
discoverers, the reporter (which may overlap 
with the finder), system providers (software 
or hardware vendors, including institutions 
that develop products for their own use), the 
deployer (which must deploy a patch or take 
remediation action, and which may overlap 
with the system provider), and the coordinator 
that facilitates coordinated responses. Other 
stakeholders in the CVD process include 
users, integrators, cloud and application 
service providers, IoT and mobile vendors, and 
governments.58

Phases of Vulnerability  
Disclosure

1.	 Discovery

2.	 Reporting
3.	 Validation 

and triage

4.	 The development and 
testing of a remedy or 
solution (a patch or other 
mechanisms)

6.	 Making the public aware 
of the vulnerability and 
its remediation, either 
before, during or after 
deployment.59

5.	 Deployment 
(applying the 
solution)
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There is the possibility for significant variation 
in the coordinated vulnerability disclosure 
process.60 There can be variation in the 
elements of the disclosure policy, coordination 
across multiple parties (e.g., the system 
providers, vulnerability finders or discoverers, 
vendors, supply chains or service providers 
affected, etc.). There also can be variation 
in the pacing and synchronization of CVD 
frameworks. The coordination aspects of CVD 
can specifically vary in terms of:

•	 Requirements to disclose to the software 
and hardware vendors, or to the 
organizations deploying their services; 

•	 Whether the CVD procedure is deployed 
through legal regulation, organizational 
policies, guidelines, or performance 
indicators; 

•	 Whether the CVD procedure is run in-
house by an organization or whether they 
outsource that to a third party; and

•	 Whether people are credited, recognized, or 
remunerated for submissions deemed valid 
or worthy of remediating.61 

As mentioned, there are invariably some risks 
associated with the implementation of CVD 
procedures, and the possibility for things to go 
wrong. Risks associated with the facilitation of 
CVD include the following: 

•	 There is no contact information available for 
system providers; 

•	 Disclosers can stop responding; 

•	 Information can be leaked; 

•	 People may discover vulnerabilities and not 
necessarily disclose it;

•	 A vulnerability discoverer may actively 
exploit the vulnerability;

•	 Relationships can go awry; and

•	 Vulnerability disclosure policies or 
procedures may exist for hype, marketing, 
or to limit the unwanted attention that 
comes from full or partial public disclosure 
of vulnerabilities.62 

If a CVD procedure exists but is inadequate, it 
may be counterproductive. Organizations that 
set their program scope too wide, or that have 
less mature security practices, may struggle 
to handle external vulnerability reports, in turn 
fostering frustration among finders who expect 
clear communication and quick resolution from 
the organization.63 Disclosers may also turn 
to full disclosure if organizational response or 
patching takes too long.64
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However, there are numerous benefits 
associated with the implementation of 
CVD procedures and policies. It is worth 
remembering that software and hardware 
will always contain flaws, whether obvious or 
latent in nature.65 Facilitating CVD includes the 
following benefits, among others: 

•	 Facilitating coordinated vulnerability 
disclosure can enable good faith security 
research and the disclosure of flaws found 
on an organization’s systems.66 

•	 CVD procedures facilitate the disclosure 
of vulnerabilities that could otherwise 
have been discovered and exploited by 
attackers.67 

•	 In general, external security researchers can 
find things that internal security teams do 
not discover in the software development 
process68 because they are often “exposed 
to a wider variety of programs and 
vulnerabilities through the different types of 
employments, exercises, and communities 
they are involved in and the more diverse 
bug reports they read,” providing them 
with an important advantage over internal 
security testers.69 

•	 CVD can help to provide some legal 
clarification for good faith security 
researchers, who can avoid legal liability 
by adhering to the CVD procedures, and 
otherwise may face significant legal 
repercussions for their activity.70 

•	 Enabling vulnerability disclosure can also 
build goodwill and trust with security 
researchers.71

•	 Clearly written CVD procedures can provide 
clear expectations for disclosers, thereby 
preventing situations where disclosers 
demand remuneration or recognition for 
their disclosure.72

•	 CVD procedures can provide clarity 
regarding who is responsible for receiving 
security flaws in the case of governments 
using third-party software and hardware 
service providers.

•	 Vulnerability disclosure pipelines provide 
clearer and more transparent vulnerability 
report triage processes.

From the vantage point of the Canadian 
government, perhaps the most significant 
benefit of implementing CVD procedures is that 
doing so can result in patched vulnerabilities; 
and better ensure that the vulnerability will not 
be used for offensive or exploitative purposes 
in ways that harm the government’s systems, 
infrastructure, and the people that they serve.
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The Netherlands  
and the U.S.

In the course of conducting analyses on CVD 
policies around the globe, certain aspects 
of the policy developments in two countries 
particularly stood out as worth emulating in 
Canada: the Netherlands and the US. These 
countries’ approaches are distinct for the way 
they implemented vulnerability procedures 
involving the federal government relatively 
early on (in the 2010s) and have provided 
clarification regarding the legal treatment of 
vulnerability disclosure through various policy 
instruments. 

The Netherlands: The NCSC, 
Guidelines, and Legal Protection 
for Public Interest Security 
Research

The Netherlands’ approach to coordinated 
vulnerability disclosure encourages, but 
does not require, organizations to have CVD 
procedures. It can be seen as providing legal 
protection, to some extent and in light of 
certain considerations, for security research 
activity (including vulnerability discovery and 
disclosure) that occurs in the public interest.

In the Dutch context, the federal government’s 
computer incident response team — the 
National Cybersecurity Centre (NCSC) — 
acts as a model to other organizations in 
the Netherlands for best practices regarding 
the handling of vulnerability disclosure as 
stipulated in its guidelines on CVD.73 The 
NCSC provides publicly available and detailed 
guidelines for stakeholders in the coordinated 
vulnerability disclosure process.74 

The NCSC was established in 2002.75 It is 
the government organization charged with 
ensuring the security of computer systems and 
infrastructure in the Netherlands.76 The NCSC 
sits within the Ministry of Justice and Security, 
which has the mandate to protect the freedom 
and safety of people in the Netherlands 
through its policies and regulations.77 

The NCSC states that it is a best practice — but 
not legally required — for public and private 
organizations to implement their own CVD 
procedures.78 This stands in contrast to the 
US approach described in the next section, 
where all federal agencies are now required to 
facilitate CVD through vulnerability disclosure 
policies.

The NCSC’s CVD procedure outlined in its 
guideline is succinct yet informative, and not 
without its own gaps. People who discover 
a vulnerability in a government system or “a 
system with a vital function” are instructed to 
first approach the “owner” or “manager” of 
the system.79 This is because organizations 
that manage, own or supply systems are 
expected to handle the vulnerability disclosure 
process that directly concerns them.80 The 
NCSC encourages organizations to have their 
own CVD policies, and it provides resources 
to these organizations, including templates 
for such policies. However, one noteworthy 
downside to the Dutch approach to CVD is that 
its guidelines do not clarify what is required for 
disclosure affecting multiple parties, such as 
software vendors and the government. 

In any case, the NCSC acts as an intermediary 
between the discloser and organizations that 
fail to respond or do not respond appropriately. 
The NCSC also provides a CVD report form 
and email contact information, as well as the 
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NCSC’s PGP key, to better ensure the safety of 
the information sent to the NCSC.81 Disclosers 
are instructed to submit the report as soon as 
possible after discovering the vulnerability. 
They are also encouraged to avoid sharing the 
vulnerability information until they have heard 
from the NCSC or until it has been resolved. 
Disclosers are not to take any action other than 
that which is needed to demonstrate that the 
problem exists.

The NCSC also performs the important role 
of delineating the responsibilities of security 
researchers. It requires that researchers avoid 
the following actions in the course of their 
testing activity: 

•	 Installing malware;

•	 Copying, changing or deleting data in a 
system (an alternative is creating a directory 
listing of a system);

•	 Making changes to the system;

•	 Repeatedly gaining access to the system or 
sharing access with others;

•	 Using brute force to gain access to a 
system; and

•	 Using social engineering, or denial of 
service attacks or testing.82

 
The NCSC’s policy also provides their own 
promises to the security researcher.83 The 
NCSC will not share the personal details of the 
discloser to third parties without the discloser’s 
consent, unless obligated to do so by law. 
The NCSC provides detailed information 
about response times post-report submission, 
including a promise to try to resolve the security 
issue within 60 days. They also commit to 
deciding along with the discloser whether 
and how details of the vulnerability will be 
published. It also provides rewards for those 

who disclose, dependent on the severity of the 
vulnerability and quality of the report, ranging 
from a T-shirt or gift voucher to a maximum of 
€300.

In its own CVD procedure, the NCSC states 
that it will have “no reason to take legal action” 
as a result of a vulnerability report, so long as 
it’s been submitted in accordance with the 
requirements laid out.84 Prosecutors and police 
in the Netherlands will take into consideration 
whether a CVD policy exists, and whether 
the security researcher adhered to it, when 
deciding to investigate or lay charges.85

The Dutch approach to CVD is also significant 
for the way it requires analysis, prior to 
prosecution, of whether the security research 
activity was done in the public interest, 
potentially providing some legal protection 
to disclosers in the context of coordinated 
vulnerability disclosure. A policy letter on CVD 
from the Dutch public prosecutor updated in 
December 2020 provides legal clarification that 
other jurisdictions may wish to learn from. At 
the outset, the letter seeks to “stimulate CVD” 
and encourage third parties to prevent careless 
or malicious behaviour on the internet.86 The 
letter states that when an “ethical hacker” finds 
a vulnerability in an IT system and reports it to 
the relevant organization in a certain fashion, 
then “in principle, no criminal investigation 
is instituted,” as such behaviour constitutes 
coordinated vulnerability disclosure.87 

The organization and discloser may, in the 
context of CVD, agree that no criminal report 
will be filed and/or that no civil action will be 
taken.88
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In the Netherlands, prosecutors (and not the 
police) lay criminal charges. When assessing if 
they are dealing with coordinated vulnerability 
disclosure, prosecutors must assess these three 
factors to determine whether the activity was 
done in the public interest:

•	 Motives: Was the action taken in the context 
of a substantial social interest?

•	 Proportionality: Was the act proportionate 
(did the person not go beyond what was 
necessary) to achieve the goal?

•	 The principle of subsidiarity: Was disclosure 
made to the appropriate entity (did they 
exhaust their remedies before disclosing 
further)?89

The public prosecutor’s letter states that it has 
developed these three factors in accordance 
with jurisprudence, and in light of the rights 
to freedom of expression for individuals 
and journalists provided by article 10 of the 
European Convention on Human Rights. The 
letter states that a lack of a CVD policy is 
not immediate reason to classify an ethical 
hacker as a suspect. Instead, a prosecutor, 
ideally specialized in cybercrime, should be 
involved in a factual (not necessarily criminal) 
investigation as early as possible, in order to 
determine whether coordinated vulnerability 
disclosure has occurred or to proceed with a 
criminal investigation. The policy also describes 
the possibility of dismissing charges against an 
ethical hacker if CVD has occurred, even after 
commencement of a criminal investigation.

A noteworthy instance of the policy letter’s 
application involved the Twitter account for 
former president Donald Trump. In late 2020, 
Dutch security researcher Victor Gevers 
discovered that then-President Trump was 

using the password “MAGA2020!” for his 
Twitter account.90 Gevers had been conducting 
semi-regular testing regarding the security 
of Twitter accounts for high-profile US 
election candidates when he discovered 
that the president used this relatively easy-
to-guess password. He did not change any 
of the account’s settings, nor did he post 
any tweets from the account. He attempted 
to notify Trump’s campaign team about 
this security error, informing them that other 
safeguards were lacking, including two-factor 
authentication, before going to the press. After 
investigating the situation, the Dutch public 
prosecutor concluded that Gevers’ intention 
and behaviour under the circumstances fell 
under a criminal exemption for public interest 
(“ethical”) security research and vulnerability 
disclosure.91

Since 2013, relevant case law in the 
Netherlands has demonstrated that the criteria 
set out in the Dutch AG’s policy letter are also 
considered in court when an organization does 
not have a CVD policy92 (as appeared to be 
the case involving Trump’s Twitter account). 
The Dutch model has provided much needed 
legal certainty for the stakeholders involved 
in vulnerability disclosure processes.93 The 
Dutch approach serves as one model for other 
jurisdictions to follow when it comes to CVD 
policies and guidelines. 
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The United States: CISA, 
Regulation, and Minimized Legal 
Risk Centred on Authorization

The approach in the US requires federal 
agencies to facilitate coordinated vulnerability 
disclosure and provides some minimization of 
the legal risks posed to security researchers 
who disclose in adherence to organization-run 
CVD procedures. 

As of March 1, 2021, all US federal agencies 
are required to have developed, published, 
and implemented vulnerability disclosure 
policies, with exceptions for “national security 
systems” and “certain systems operated by 
the Department of Defense or the Intelligence 
Community.”94 These requirements are set out in 
the Binding Operational Directive 20-01 by the 
US Department of Homeland Security through 
the Cybersecurity and Infrastructure Security 
Agency (CISA). CISA was created in 2018 
and, in short, provides support, expertise, and 
resources to the federal government to defend 
against cyberattacks.95

The Binding Operational Directive provides 
detailed CVD requirements for federal 
agencies, specifying and providing: 

•	 The need to develop and publish a 
vulnerability disclosure policy that begins 
smaller in scope and eventually expands 
over time, stipulating: 

ºº What is in scope;

ºº How to submit vulnerability reports;

ºº The agency’s commitment not to 
recommend or pursue legal action 
regarding good faith efforts to follow 
the policy; 

ºº What the discloser can expect in terms 
of the communication and remediation 
process;

ºº The possibility for disclosure from 
anonymous sources, regardless of 
citizenship; and

ºº A prohibition against disclosing 
vulnerabilities to the Vulnerabilities 
Equities Process (which is described in 
greater detail below).

•	 Agencies’ reporting requirements and 
disclosure of CVD metrics to CISA;

•	 The role of CISA in overseeing compliance 
with the Directive; and

•	 An implementation guide (including a 
checklist, vulnerability disclosure program 
template, FAQ and other information).

Whereas the NCSC states that it can become 
an intermediary when an organization fails to 
respond to vulnerability disclosure or does not 
respond appropriately, CISA may get involved 
in the disclosure process for various other 
additional reasons. Federal agencies are 
required to immediately report to CISA when 
they receive newly discovered vulnerability 
information that involves commercial software 
or services that “affect or are likely to affect 
other parties in government or industry.”96 
They are also expected to report to CISA if the 
agency “believes CISA can assist with or should 
know about, particularly as it relates to outside 
organization,” as well as in “[a]ny other situation 
where it is deemed helpful or necessary to 
involve CISA.”97 On top of being a last resort 
for researchers who cannot reach a disclosure 
contact or where there has been no response,98 
it also appears that disclosures involving 
industrial control systems and medical devices 
are best disclosed to CISA.99
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Other US federal agencies also have their 
own approaches to CVD that preceded the 
Binding Operational Directive. The Department 
of Defense (DoD) has facilitated CVD since 
2016, enabling external security researchers to 
disclose vulnerabilities found in infrastructure 
owned, for example, by the Pentagon100 and the 
Army.101 Background checks and citizenship 
verification were initially needed for the DoD’s 
invite-only, time-bound vulnerability disclosure 
procedures involving remuneration.102 In 
May 2021, the DoD expanded the scope 
of its CVD procedures from public-facing 
websites and applications to now include all 
“publicly-accessible networks, frequency-
based communication, Internet of Things, 
industrial control systems, and more.”103 The 
General Services Administration's Technology 
Transformation Services (TTS) has also 
facilitated CVD involving its civilian systems 
since 2016.104

In terms of limitations on security research 
activity, CISA’s vulnerability disclosure template 
and the disclosure approaches of these other 
federal bodies (DoD and TTS) all generally 
prohibit security testing methods such as denial 
of service tests, physical testing, and social 
engineering, among others. 

Without being exhaustive, there are numerous 
other pieces of legislation regarding CVD 
that have been enacted in the US. Since 
December 2018, the SECURE Technology 
Act has required the Secretary of Homeland 
Security to establish a vulnerability disclosure 
policy.105 The Hack Your State Department Act 
has also required the Department of State to 
establish a vulnerability disclosure process 
since January 2019.106 As of December 2020, 
the IoT Cybersecurity Improvement Act (ICIA) 
has required the National Institute of Standards 

and Technology (NIST) to publish guidelines 
for vulnerability disclosure processes related to 
government information systems, including IoT 
devices.107 The ICIA also requires the Director of 
Management and Budget (in consultation with 
the Secretary of Homeland Security) to develop 
and oversee the implementation of coordinated 
disclosure policies for information systems 
as well as IoT devices. This Director is also 
required by the ICIA to disseminate information 
about security vulnerabilities once they have 
been resolved or remediated. 

In the wake of the SolarWinds, Microsoft 
Exchange, and Colonial Pipeline incidents, 
President Joe Biden issued an executive 
order in May 2021 aiming to improve the 
cybersecurity and protection for the federal 
government’s networks.108 Among the many 
solutions identified to improve the security of 
the federal government’s software supply chain, 
the executive order seeks to establish baseline 
security standards for the development of 
software sold to the government, creating 
an “energy star” type of label to allow the 
government and public to determine whether 
the software was developed securely.109 It 
also requires standardization of the “federal 
government’s playbook” for responding to 
security vulnerabilities and incidents involving a 
wide array of federal agencies.110

Though the impact of this executive order, 
if any, is not yet clear, many of these policy 
changes have brought with them incremental 
legal clarification as to how security research 
will be treated by the law — and in a way 
that still explicitly presumes the centrality of 
prohibitions against unauthorized computer 
access and use. To provide context, it is widely 
known to security researchers that the US 
Computer Fraud and Abuse Act is a broadly 
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scoped federal law that has significantly 
expanded since 1984 to prohibit an expansive 
range of activity in respect of computers, 
including their access and use.111 The US 
Digital Millennium Copyright Act (DMCA) also 
prohibits the circumvention of technological 
measures (e.g., encryption) that control access 
to copyrighted works.112

In 2017, the US Department of Justice stated 
that organizations that have implemented 
CVD policies that “clearly describe authorized 
vulnerability disclosure and discovery conduct” 
would substantially reduce “the likelihood that 
such described activities will result in a civil or 
criminal violation of law under the Computer 
Fraud and Abuse Act” (the CFAA).113 A Supreme 
Court decision from June 2021 provides 
increased, yet limited, clarity regarding the 
legal treatment of computer security research 
in the US context.114 And since at least 2018, 
it has been possible to engage in good faith 
security research involving the circumvention 
of technological measures that control access 
to copyrighted works in certain circumstances, 
so long as the activity does not contravene the 
CFAA.115 

However, whether computer access and/or 
use has been “authorized” still remains central 
to the US policy approach to security research 
and vulnerability disclosure. For example, 
the SECURE Technology Act and Hack Your 
State Department Act both define vulnerability 
disclosure procedures involving remuneration 

(“bug bounty programs”) as circumstances 
in which “individuals, organizations, and 
companies are temporarily authorized to 
identify and report vulnerabilities of appropriate 
information systems” of the relevant federal 
department.116 CISA’s Binding Operational 
Directive seeks to commit federal agencies to 
“authorize good faith security research” while 
still requiring organizations to delineate what 
constitutes authorized or unauthorized security 
testing.117

These policy developments suggest that 
any legal protections in the US afforded to 
security researchers in the context of CVD 
are still very much centred on the question 
of what constitutes authorized activity for the 
federal government. In some ways, this policy 
approach stands in contrast to that of the 
Netherlands, which requires consideration of 
specific factors that prioritize the circumstances 
and motivation surrounding security research 
activity. The Dutch model, unlike the US 
approach, requires examination of whether 
minimum actions were taken to demonstrate 
the existence of the vulnerability, as well as 
exhaustion of disclosure remedies prior to 
the prosecution of vulnerability disclosure — 
not only in the context of CVD, but also in the 
context of security research more generally.
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Vulnerability Disclosure for 
Federal Systems

The Government of Canada has not yet 
implemented a policy framework for facilitating 
coordinated vulnerability disclosure. There may 
also be legal risks for vulnerability discovery 
and disclosure under criminal law, as well as 
copyright law in certain circumstances — in 
many cases, without protection from legislation 
for whistleblowers. 

The current approach may dissuade security 
researchers from disclosing vulnerabilities 
found in the federal government’s systems. The 

Canadian Centre for Cyber Security facilitates 
the disclosure of “cyber incidents,” defined 
in such a way that does not readily include 
vulnerabilities that have not yet been used for 
exploitation. Once vulnerabilities are disclosed, 
an opaque and discretionary remediation 
process is currently in use that provides 
inadequate transparency as to the fallout of 
disclosure. 

Legal Risks for Vulnerability 
Discovery and Disclosure
There are numerous actions associated 
with security research that may invoke the 
application of federal laws. See, for example:118

Security research 
activity Potential applicable law and provision Brief summary of provision

Hacking (i.e., 
unauthorized access), 
including unsolicited 
security or penetration 
testing

Section 342.1 of the Criminal Code Unauthorized use of computer, computer 
service, or computer password

Section 380(1) of the Criminal Code Fraud

Section 430 of the Criminal Code
Mischief, or wilfully destroying or damaging 
property, including overloading computer 
systems, “causing chaos”119

Section 184 of the Criminal Code Wilful interception of private 
communications

Obtaining, storing or 
retrieving computer 
data without 
permission

Section 342.1 of the Criminal Code
Unauthorized use of computer data, 
requiring intent to commit mischief under s. 
430 of the Criminal Code

Impersonation (a 
technique that is 
commonly referred to 
as “social engineering” 
in the computer 
security industry120)

Section 402.2 of the Criminal Code Identity theft or identity fraud

Possessing, importing 
or using devices made 
for hacking

Sections 342.2 of the Criminal Code
Possession or use of hardware, software or 
other tools used to commit hacking (section 
342.1 of the Criminal Code) or mischief 
(section 430 of the Criminal Code)

Circumventing security 
measures, including 
decryption

Section 41.1(1) of the Copyright Act
Circumvention of a “technological 
protection measure” for any technology, 
device or component that controls access 
to a copyrighted work or sound recording
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When it comes to copyright law, good faith 
security researchers may benefit from the 
exemptions that exist regarding the prohibition 
on circumventing security measures that 
control access to copyrighted works. Security 
research may be exempted from such a 
prohibition when it is done under certain 
circumstances, such as for the purposes of 
encryption research,121 or for “assessing the 
vulnerability of the computer, system or network 
or correcting any security flaws.”122

On the other hand, a security researcher 
wishing to receive whistleblower protection in 
the disclosure process may not necessarily 
be protected by existing laws. Work by Florian 
Martin-Bariteau and Véronique Newman has 
uncovered that there are over 40 pieces of 
legislation across Canada that ostensibly 
protect whistleblowers from reprisals, albeit 
generally in the employment context.123 For 
example, the federal Public Servants Disclosure 

Protection Act only applies to public servants 
who are employed in the federal public 
sector.124 Similarly, Canada’s federal private 
sector data protection law prohibits any kind of 
reprisal against an employee or independent 
contractor who discloses, in good faith and on 
the basis of reasonable belief, a violation of 
that law.125

While a detailed analysis of whistleblower 
protection law is out of scope for this report, 
such existing laws in Canada generally only 
protect security researchers if: 

1.	 The person is an employee or contractor of 
the organization;

2.	 They disclose an issue that would violate a 
law; and

3.	 The disclosure is made to a higher-level 
officer or a specific governmental agency.126 
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Applying this to security vulnerabilities, 
disclosure may easily be made to a higher-
level officer or specific governmental agency, 
dependent on the availability of instructions 
to do so, as well as contact information for 
these entities. However, many external security 
researchers are likely to operate outside 
of an organization, and would often not be 
considered employees or contractors. The 
disclosure of a security vulnerability may also 
not necessarily involve the violation of a law, 
since such information generally involves the 
disclosure of conditions in which exploitation 
could occur. Additionally, the exploitation of a 
security flaw would presumably often involve 
the violation of a law, but this is not necessarily 
the case in all circumstances. 

In rare cases, a person protected under 
whistleblower protection law (such as an 
employee or contractor) may disclose to the 
general public vulnerability information that 
involves an immediate risk to public health, 
safety, or the environment.127 Such disclosure 
is generally only protected when time 

constraints prevent the use of regular internal 
mechanisms. For example, someone who is 
eligible to receive whistleblower protection 
would potentially be able to publicly disclose 
information demonstrating that an exploitation 
involving critical infrastructure (such as an oil 
pipeline) could occur. However, the discloser 
would need to consider whether the benefits of 
disclosing such information would outweigh its 
harms. In terms of legal protection, situations 
that meet these circumstances are likely to be 
extremely rare.

In sum, this brief legal overview provides one 
indication that there currently exists no policy 
framework in Canada enabling good faith 
security research, including in the context of 
vulnerability discovery and disclosure. As such, 
the laws in Canada that currently apply to 
computer security research activity could serve 
as one reason to discourage and dissuade 
security researchers from discovering and 
disclosing vulnerabilities found, for example, in 
the federal government’s computer systems.
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The Government of Canada’s 
Approach to Coordinated 
Vulnerability Disclosure 

We uncovered little evidence of a 
straightforward or transparent disclosure and 
remediation path for someone who discovers 
security vulnerabilities in the Government of 
Canada’s digital systems. For instance, there is 
only ad hoc use of a coordinated vulnerability 
disclosure policy for COVID Alert, Canada’s 
COVID-19 exposure notification app.128

Our findings suggest that the Canadian 
Centre for Cyber Security (CCCS) is the only 
federal agency that readily addresses the 
disclosure of security-related information. The 
CCCS currently acts as Canada’s computer 
security incident response team and was 
established within the Communications 
Security Establishment (CSE) in October 
2018.129 The CCCS aims to provide a “single, 
unified team of government cyber security 
technical experts that will be the definitive 
source of unique technical advice, guidance, 
services, messaging, and support on cyber 
security operational matters for government, 
critical infrastructure owners and operations, 
the private sector, and the Canadian public.”130

Disclosure of a vulnerability may generally 
trigger the application of Canada’s Cyber 
Security Event Management Plan (CSEMP), 
which has provided a detailed system since 
2018 for responding to and reporting on what 
it calls “cyber security events”,131 including the 
issuance of advisories.132 However, the CCCS 
facilitates the disclosure of “cyber incidents,” 
which it defines as “[a]ny unauthorized attempt, 
whether successful or not, to gain access to, 
modify, destroy, delete, or render unavailable 
any computer network or system resource.”133 

Defining the term in this way assumes that it 
is clear what constitutes an “unauthorized” 
attempt to access a computer system — 
despite the fact that, as described previously, 
a good faith security researcher may engage 
in activity that unwittingly meets this definition 
of unauthorized computer access or use, 
potentially attracting liability and possibly 
severe punishment pursuant to various laws, 
due to lack of a policy framework on this topic 
in Canada. 

The CCCS also tells those who visit its website: 
“If you believe a cyber incident is an imminent 
threat to life or of a criminal nature, please 
contact your local law enforcement agency 
(911) or the RCMP.”134 The text on the CCCS 
website may be imbued with the assumption 
that “cyber incidents” could easily constitute 
criminal activity. However, the existence of 
a security vulnerability does not necessarily 
equate to unauthorized attempts to modify, 
destroy, or render unavailable computer 
networks or systems. Instead, the discovery of 
a vulnerability is the discovery of a condition 
which may give rise to such activity. 

The CCCS therefore does not readily 
facilitate the disclosure of system or code 
vulnerabilities; in fact, on its face, it primarily 
facilitates the disclosure of wrongdoing or 
potential wrongdoing. This stands in contrast 
to the Netherlands and the US, both of which 
explicitly seek to work with good faith security 
researchers in order to discover and repair 
vulnerabilities. It also specifically stands in 
contrast to the Dutch model, which has carved 
out a legal exemption from criminal liability 
for acts of vulnerability disclosure that are 
determined to occur in the public interest. 
By comparison, the cumulative effect of the 
CCCS’s terminology may dissuade a person 
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from disclosing a security vulnerability found 
in the federal government’s systems, for fear of 
having engaged in wrongdoing and potentially 
criminal activity.

On May 12, 2021, the CCCS updated its “cyber 
incidents” webpage in a largely cosmetic 
fashion by providing a “cyber incident” report 
form. The previous page was largely descriptive 
in nature, describing the relationship between 
cyber incidents and cybercrime, spam, 
phishing, scams, fraud, and child exploitation.135 
It enabled people to report “an urgent cyber 
incident” to the CCCS, directing them to a 
generic, catch-all contact page.136 As of May 12, 
2021, the “Report a cyber incident” webpage 
provides discrete reporting mechanisms on 

behalf of an IT security practitioner, a critical 
infrastructure organization, and a government 
department or agency.137 The CCCS’s page 
now provides dedicated contact information 
for information disclosure in the cybersecurity 
context and, interestingly, allows people who 
fill out its form to check off “Vulnerability 
identified”, which they define as “when 
trusted parties identify flaws that could be 
exploited by attackers, which have not yet 
been leveraged” (see Figure 2). Nonetheless, 
nothing else uncovered in our examination of 
the form rectifies any of the longer-standing 
issues described earlier pertaining to under-
inclusiveness when it comes to use of the term 
“cyber incident” leading up to that point in the 
reporting process.

Figure 2: The CCCS's Report a cyber incident form as of June 2021
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A Closer Look: Coordinated Vulnerability 
Disclosure and the Department of 
National Defence 
The networks of Canada’s Department of National Defence/Canadian Armed Forces 
(DND/CAF) are defended by an internal defence team that works in partnership with the 
CSE, the Department of Public Safety, Shared Services Canada (SSC), and the CCCS. 
The mandate of this collaboration is to develop policy for active cyber operations, to 
“establish and seek to preserve our freedom to maneuver within cyberspace and provide 
the Government of Canada with flexible cyber response options.”138 The development 
of these response solutions to evolving threats are conducted by the Cyber Security 
Engineering Program, with integrated IT solutions to joint operations provided by the 
Command, Control, Communications, Computer and Intelligence, Surveillance, and 
Reconnaissance program.139

Shared Services Canada provides and consolidates information technology services 
across federal government departments. The cyber and IT security mandate of the SSC 
involves the implementation of “firewall, anti-virus, and anti-malware, secure remote 
access, and vulnerability management to [GC] systems and services.”140 DND/CAF 
released a report in January 2021, warning that the Canadian Armed Forces’ operations 
and security were at risk, with several concerns raised by defence and military officials 
relating to major delays, legacy technology, procurement challenges, and significant 
costs spent by DND/CAF on IT services and support annually.141 In April 2021, SSC signed 
a multi-year agreement with BlackBerry to use its BlackBerry Spark and BlackBerry 
SecuSUITE cybersecurity products.142

Challenges for implementing a framework for CVD in Canada were raised in a 2019 
Standing Committee on Public Safety and National Security meeting143 — in particular, 
the need for security researchers to have a legitimate process to disclose vulnerabilities 
with proper legal authorities and security checks. Speaking as an individual, Steve 
Waterhouse, former Information Systems Security Officer for the Department of National 
Defence, pointed out that “the contracts that Public Services and Procurement Canada 
enter into have to be properly done. They have to contain a section on security. A security 
check has to be done. If an individual, or group of individuals, works on the government’s 
information systems, they have to have received the appropriate legal authorization to 
be able to do the work.”144 As outlined below, clarity is important in the framing of such 
CVD eligibility requirements, as well as expectations around acceptable activity in the 
disclosure process. 
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Discretionary and Potentially 
Opaque Treatment of 
Vulnerabilities Once  
Disclosed

Perhaps one of the most troubling aspects 
— from the little that is publicly known — 
regarding the Government of Canada’s 
vulnerability handling procedures concerns 
the withholding of vulnerability information for 
offensive and defensive purposes that may 
achieve certain military and/or intelligence 
goals. As it stands, the Communications 
Security Establishment has the discretion to 
withhold vulnerability information it receives 
from not only the public, but also potentially 
from other federal agencies and departments. 

As mentioned, the Cyber Security Event 
Management Plan appears to provide a fairly 
robust system for the federal government’s 
response to “cyber security events”, which 
also includes the disclosure of vulnerabilities. 
While a detailed analysis of this framework 
is out of scope for this report, the CSEMP 
explicitly accounts for the fact that the 
Canadian government may receive “threat 
and intelligence,” as well as “incident” reports, 
from “external sources” during the detection 
and assessment phase when it comes to 
Canada’s awareness of security events.145 The 
CCCS, among many of the solutions identified 
in the course of a “cyber security event”, 
can coordinate messaging to “implicated 
stakeholders as required throughout the cyber 
security event management process” (see 
Figure 3), such as through the dissemination, for 
example, of advisories and alerts.

Figure 3: The CSEMP Cyber Security Event Management Process
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For example, it seems plausible that the 
CCCS’s alert first issued in March 2021 
regarding the prominent security exploits 
associated with unpatched Microsoft Exchange 
servers146 was disseminated pursuant to the 
CSEMP. We applaud the CCCS’s decision to 
quickly release information on these known 
vulnerabilities and exploits, the publication of 
which generally serves the CSEMP’s aim to 
adequately manage “cyber security events,” 
such as vulnerability disclosure, in order to 
protect federal computer systems and the 
people they serve in Canada.

On the other hand, the CSE also has in 
place a vulnerability “equities management” 
framework.147 This opaque term and procedure 
initially emerged in 2008 in the US context 
under President Bush, and was later developed 
during the Obama administration.148 In 
layperson’s terms, “equities management” 
refers to the process by which a government 
decides whether to disclose software 
vulnerabilities in order to mitigate the risks 
they pose or to “withhold [such] information 
… for purposes including law enforcement, 
intelligence gathering, and ‘offensive’ 
exploitation.”149 The US Vulnerabilities Equities 
Process (VEP) charter was fully released in 
November 2017; the UK released details of its 
own equities process in 2018;150 and Canada 
released details for its equities management 
process in March 2019.151

Government handling of security vulnerabilities 
has significant and potentially far-reaching 
consequences. For example, consider the US 
National Security Agency’s (NSA) decision 
not to disclose a vulnerability in the Windows 
operating system and the aftermath that 
ensued.Rather than inform Microsoft of the 
existence of this vulnerability for risk mitigation, 

the NSA instead decided to develop code 
to exploit it for more than five years.152 Then, 
starting in 2016, the anonymous Shadow 
Brokers group released an enormous trove 
of information about the NSA’s intelligence 
gathering capabilities — including exploits and 
previously unknown vulnerabilities found in 
software and security products used for critical 
infrastructure and systems around the world.153 
In April 2017, one of the NSA exploits released 
by the Shadow Brokers, dubbed EternalBlue, 
involved the same vulnerability that the NSA 
had been exploiting for years.154 The attackers 
behind the famed WannaCry ransomware in 
fact relied on the EternalBlue exploit, ultimately 
resulting in over 200,000 infected computers 
involving hospitals and banks, and an 
estimated $4 billion in losses worldwide.155 This 
story reflects just the tip of the iceberg when 
it comes to the impact of vulnerabilities that 
are withheld by nation states — and that can 
potentially be exploited by others.156

While the US VEP is far from being perfect,157 
the Cybersecurity and Infrastructure Security 
Agency has nonetheless stated numerous 
times that vulnerability reports collected under 
its own CVD policy, as well as CVD policies 
for federal agencies, must be remediated 
and shall not be subject to consideration 
and adjudication in the VEP158 (pursuant to 
section 5.4 of the US VEP charter).159 Across the 
ocean, the UK Equities Process acknowledges, 
albeit less categorically, that vulnerabilities 
that “have already been subjected to similar 
considerations by a partner” and shared with 
the National Cyber Security Centre (a branch of 
the GCHQ) may not be subject to the Equities 
Process.160 The UK Equities Process therefore 
provides no definition of “partner,” and the term 
“may” renders this general rule discretionary.
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In the Canadian context, many publicly 
available details of the Equities Management 
Framework (EMF) are lacking.161 We do know 
that the CSE has a vulnerability disclosure 
assessment process involving experts from 
the CCCS for deciding whether to withhold 
or disclose vulnerability information based 
on a certain set of factors.162 The EMF is also 
guided by the principle that vulnerabilities “that 
are public knowledge will not be subject to 
an equity assessment under this Framework.” 
On its face, this principle could imply that 
vulnerabilities become “public knowledge” 
when they are disclosed to affected 
organizations and governments — and are 
therefore, in theory, not subject to assessment 
under the EMF. 

Yet, the use of the term “public knowledge” 
without further clarification could exclude 
vulnerabilities that are disclosed to government, 
the details of which are not disclosed to the 
public as a whole. Further, the EMF states that 
"[v]ulnerabilities discovered by CSE through 
operational research, or otherwise obtained, 
will be subject to the process outlined in this 
Framework.”163 This statement does not rule 
out the possibility that vulnerabilities disclosed 
to the CCCS will be handled under the 
CSE’s framework, meaning that vulnerability 
information already known by non-government 
individuals could be withheld by the CSE and 
exploited by malicious actors if this critical 
information ended up in the wrong hands. 

It remains unclear whether vulnerabilities that 
are disclosed to the CCCS could be assessed 
and withheld under Canada’s EMF, which is 
currently marked by opacity. This lack of clarity, 
and the potential for the significant confusion 
it engenders from the perspective of the 
general public and security researchers, further 
confirms that a policy framework is lacking 
when it comes to the handling of vulnerability 
disclosure for federal government systems in 
Canada.
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Steps to Better Ensure 
Secure Systems in Canada 

Canada Needs a Policy 
Framework for Security Research 
and Good Faith Vulnerability 
Disclosure

Canada needs a policy framework that 
provides increased legal clarity for security 
research and vulnerability disclosure that occur 
in good faith. As described previously, certain 
aspects of Canada’s criminal law may have a 
chilling effect on good faith computer security 
vulnerability discovery and disclosure.

Without being exhaustive, there are at least 
two possible ways forward in terms of a policy 
framework. First, the federal government could 
clarify the criteria that need to be met in order 
for a good faith security researcher to test, 
investigate and attempt to correct security 
vulnerabilities found within computer systems in 
a way that does not give rise to criminal liability, 
particularly under section 342.1 of the Criminal 
Code. Section 342.1 of the Code makes it a 
punishable offence to engage in unauthorized 
use of a computer (described in greater detail 
in the provision of the Code itself) when done 
so fraudulently and “without colour of right,” 
which are both elements of the offence set out 
in section 342.1. 

However, there is a growing body of legal 
decisions at the trial and appellate level, 
demonstrating that courts have spent 
considerable time deciding the thresholds 
required to meet the standards, particularly 
for these two terms.164 The notion of “colour 
of right” is particularly significant in the 
context of coordinated vulnerability disclosure 
because some courts have come to interpret 

the term as referring to the ability to defend 
one’s actions due to an honest but mistaken 
belief that justifies the action in question.165 
Enacting an amendment to the Criminal Code 
could provide useful legislative clarification 
up front as to when security research activity 
falls outside the scope of activity captured by 
section 342.1, rather than relying on the courts 
to fill these gaps when it comes to good faith 
security research.

Second, the Department of Justice could 
alternatively issue a Directive of the Attorney 
General pursuant to the Director of Public 
Prosecutions Act that directs the Director of 
Public Prosecutions to prosecute computer 
security research activity in light of certain 
considerations and only under certain 
circumstances. Such an initiative would not 
be unprecedented in Canada. For example, 
since December 2018, federal prosecutors 
and those acting on their behalf must now 
follow the Directive on Prosecutions involving 
Non-Disclosure of HIV Status, which stipulates 
when prosecution must not occur and should 
generally not occur, as well as what factors 
must be considered when prosecuting cases 
of non-disclosure of HIV status, given that such 
decisions must be determined on the basis of 
recent medical science on HIV transmission.166 
In a similar vein, a Directive of the Attorney 
General could be released in Canada 
that adopts aspects of the Dutch public 
prosecutor’s policy letter, requiring federal 
prosecutors to consider the following when 
prosecuting computer security research activity 
involving vulnerability disclosure: 

•	 Motives: Was the action taken in the context 
of a substantial social interest?

•	 Proportionality: Was the act proportionate 
(did the person not go beyond what was 
necessary) to achieve the goal?
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•	 The principle of subsidiarity: Was disclosure 
made to the appropriate entity (did they 
exhaust their remedies before disclosing 
further)?167 

The Directive in Canada could also encourage 
organizations that implement CVD procedures 
to clearly state that disclosing in adherence 
with that policy’s requirements would fall under 
authorized activity (which could otherwise be 
prohibited by various laws including criminal 
provisions). This legal clarification is provided in 
the Dutch context as described previously, and 
in a clarifying document published in 2017 by 
the Department of Justice.168 The vulnerability 
disclosure policy template issued by CISA also 
requires federal agencies to consider good 
faith vulnerability disclosure that occurs in line 
with the applicable CVD policy as constituting 
authorized activity.169 While such a Directive in 
the Canadian federal context would apply to 
Canada’s territories, it would be important for 
provincial attorneys general to also adopt the 
Directive in their own provinces. 

We encourage the Government of Canada, 
and particularly the Department of Justice, to 
examine these solutions as two possible ways 
forward, given the need for a policy framework 
for good faith computer security vulnerability 
discovery and disclosure in Canada. 

Canada’s Federal Agencies 
Need Vulnerability Disclosure 
Procedures in Line with Best 
Practices

On a more pragmatic level, the Government 
of Canada should consider strengthening its 
internal and external disclosure procedures 
for vulnerabilities involving federal computer 
systems. Governments and organizations 

stand to benefit when they work with security 
researchers to identify and remediate existing 
vulnerabilities, while making sure to alert those 
who might be affected.170 Those who find 
flaws in the government’s systems and critical 
infrastructure should therefore be provided 
with a well-thought-out pathway for disclosing 
vulnerabilities to the owners or managers of 
those systems and/or the federal government. 

As discussed earlier, Canadian policymakers 
can particularly learn from two jurisdictions 
leading the way when it comes to the 
decision to require or encourage the use of 
CVD procedures. Canada has the option of 
implementing regulation as the US has done, 
issuing binding requirements that each federal 
agency deploys its own CVD policy. However, 
there are risks associated with this approach: 
the scope of what can be tested ought to be 
initially limited, and there must be adequate 
internal expertise to handle such disclosures. 
Canada may prefer to draw on the Dutch 
model for CVD, where organizations (such 
as software vendors or certain government 
bodies) that manage or own computer 
systems are encouraged (but not required) to 
facilitate coordinated vulnerability disclosure. 
In either case, a specific government 
cybersecurity agency in Canada could act 
as an intermediary on an as-needed basis. 
Clarification would also be useful as to 
when a security researcher should disclose 
vulnerability information to a software vendor 
and/or the affected federal agency.

As mentioned, CVD procedures for the 
Government of Canada’s systems would 
ideally be implemented only when 
organizations and/or agencies have the ability 
to adequately respond to external vulnerability 
reports, as well as patch and remediate 
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those vulnerabilities. For example, the US 
Department of Defense vulnerability disclosure 
program slowly broadened the scope of what 
could be tested over the course of several 
years.171 The UK has been working with 
vulnerability disclosure experts, such as Katie 
Moussouris of Luta Security, to carefully role 
out a multi-year pilot vulnerability disclosure 
program, improving its system slowly over 
time.172 Implementing a pilot CVD program 
is necessary for avoiding initial overload, 
providing an opportunity for the government to 
collect data, to inform more mature handling 
of vulnerability disclosures. During the pilot, a 
security maturity assessment process should 
be developed and implemented to assess, 
prioritize, and add resources necessary for 
vulnerability management. It is also vital that 
any government entity wishing to facilitate 
CVD procedures for the first time avoid 
doing so primarily for the purposes of hype, 
marketing, or to mitigate the risk of unwanted 
attention associated with fully or partially 
public disclosure of vulnerabilities found in its 
systems.173

It is equally important that CVD procedures 
involving Canada’s federal government 
systems contain certain standard elements and 
are written in a clear, accessible fashion. The 
benefits of clearly written procedures are two-
fold. First, they allow organizations to glean the 
insight and expertise of highly motivated good 
faith security researchers. Second, they enable 
these researchers to disclose vulnerabilities 
and strengthen the security of systems with 
clarification around what constitutes legal 
activity.174

There are standard elements that CVD 
procedures should contain, including those 
run by governments. Drawing on established 

cybersecurity best practices175 including NIST,176 
ISO standards,177 and work by Woszczynski et 
al.,178 we have identified that there are generally 
at least five aspects that are foundational for 
effective CVD processes:

1.	 Define eligibility. Who is able to submit 
vulnerability reports, and in what manner, 
should be clearly delineated. There 
should generally not be limitations on 
who can submit and whether people 
can submit anonymously. It is also not 
a common practice to limit who can 
disclose vulnerabilities based on security 
clearances, country of origin, or residence 
except in rare cases such as time-limited, 
invite-only new vulnerability disclosure 
procedures involving, for example, military 
systems.179 

2.	 Provide submission and verification 
procedural information. The vulnerability 
reporting and triage processes should be 
clear. Encrypted communication should be 
an encouraged option to better secure the 
information passed on. The organization 
handling the vulnerability disclosure 
process should be transparent about how 
it responds to submissions and in what 
time frame. It is similarly important that the 
organization clearly state its commitment 
to take the steps needed to mitigate the 
risk and resolve the vulnerability once it 
is deemed valid. The process should also 
provide details as to how the organization 
verifies vulnerability information and 
assesses the level of criticality. 

3.	 Set out restrictions and expectations. It is 
important to set out mutual expectations 
for both security researchers and those 
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to whom vulnerabilities are disclosed, in 
order to build goodwill and increase trust 
among all parties involved. Expectations 
of security researchers should be set out, 
including what activity is prohibited (such 
as the use of social engineering or denial 
of service testing). Similarly, organizations 
should set out the timeline that disclosers 
can expect in terms of communication 
and remediation of the flaw.180 Drawing 
on the policy framework that we hope is 
provided by the Government of Canada, 
CVD policies should also clarify and limit 
the scope of legal liability for people who 
disclose vulnerabilities in good faith and in 
adherence with the procedures set out.  

4.	 Provide credit and recognition. Disclosers 
should receive public credit for their 
submission once the vulnerability has been 
repaired, so long as they consent. Canada 
could run a page similar to that provided by 
Germany’s armed forces, which provides 
details on all disclosed vulnerabilities 
(e.g., disclosure date, URL involved, type of 
vulnerability) and public recognition of the 
discloser (using their name or alias).181 It 
is also possible to provide disclosers with 
recognition for their contributions in the 
form of awards, gift vouchers, and possibly 
monetary remuneration or honoraria. 
Various considerations accompany 
the decision of whether to remunerate 
for voluntary external disclosures. 
Remunerating disclosers for vulnerability 
information can encourage them to share 
this information with software and hardware 
vendors, as well as the Government of 
Canada, rather than to others in ways 
that could be used for offensive purposes 
against the Canadian government’s 
systems. Remunerating disclosers can also 

be a way to acknowledge the labour and 
efforts of security researchers. However, 
when it comes to paying disclosers, 
governments may face administrative 
hurdles involving procurement procedures 
and requirements. Other remuneration 
considerations also include the long-term 
impacts of the government’s potential 
reliance on an external, distributed 
workforce for vulnerability discovery and 
disclosure, particularly with respect to 
the labour rights implications for security 
researchers.182 
 

5.	 Advise the public of the vulnerability and 
its remediation. It is important to provide 
the public with information about the 
vulnerability once remediation has occurred 
or is made available, as part of efforts to 
make vulnerability reports public in order 
to strengthen the security of government 
systems and critical infrastructure. In the 
US context, CISA alerts organizations to 
security threats to critical infrastructure 
networks and provides the public with 
information about exploits, security issues, 
and vulnerabilities for which a patch has 
become available.183 Canada should build 
on its already existent alert and advisory 
system184 by publishing advisory information 
about vulnerabilities discovered through 
CVD procedures enabled by the federal 
government. 

These emerging, standard elements of CVD are 
by no means exhaustive, and we encourage 
the Government of Canada to work with 
technical and policy experts in its determination 
of whether and how to implement CVD 
procedures for its systems.
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Disclosed Vulnerabilities Must Be 
Kept Separate from the Equities 
Management Framework

It is vital that Canada shift away from an 
approach that attempts to achieve the security 
of its systems through reliance on obscurity 
and secrecy. Instead, it should move toward 
an approach that facilitates transparent and 
accountable procedures when it handles 
disclosed vulnerabilities. As described 
previously, it is currently not clear how 
Canadian government bodies, including the 
Canadian Centre for Cyber Security, handle the 
vulnerability reports they receive. 

It is important that the Government of Canada 
ensures that appropriate steps are taken to 
mitigate the risks associated with externally 
reported vulnerabilities, including ensuring 
their remediation. When vulnerabilities 
disclosed through a CVD procedure end up 
being assessed in an equities management 
framework, this is an indication that the equities 
management process has failed. Failing to 

remediate flaws that have effectively become 
public knowledge can put the government’s 
systems and critical infrastructure at risk due to 
the potential that the external actor and others 
who learn about these vulnerabilities could 
exploit them. One need only look to the story of 
WannaCry, described earlier, to understand the 
grave harm that can arise when governments 
fail to disclose vulnerabilities to vendors for risk 
mitigation and remediation, enabling attackers 
to exploit such vulnerabilities known to the 
government.

For these reasons, Canada should both state 
in its Equities Management Framework, and 
in any vulnerability disclosure procedures 
involving government systems, that 
vulnerabilities disclosed through CVD must be 
resolved and kept separate from the equities 
management and assessment process.

39See Something, Say Something: Coordinating the Disclosure of Security Vulnerabilities in Canada



Yuan Stevens is the Policy Lead at the Cybersecure Policy Exchange and the 
Ryerson Leadership Lab. Yuan is an action-oriented researcher working at the 
intersections of law, policy and computer security. Her work equips society with 
the ability to understand and patch up harmful vulnerabilities in sociotechnical 
and legal systems. Passionate about building community, she is also a research 
affiliate at the Data & Society Research Institute and a research fellow at 
the Centre for Media, Technology & Democracy at McGill’s School of Public 
Policy. She received her B.C.L./J.D. from McGill University in 2017, working as 
a research assistant for hacker expert Gabriella Coleman. She serves on the 
board of directors for Open Privacy Research Institute and previously worked at 
the Berkman Klein Center for Internet & Society at Harvard University. 

Stephanie Tran is an experienced researcher with over five years of experience 
analyzing public policy and human rights issues related to digital technologies, 
with past experience working for the Citizen Lab, Amnesty International 
Canada, the United Nations Office for the Coordination of Humanitarian Affairs 
(UN OCHA) and more. She is a trained computer programmer, having earned 
a Diploma in Computer Programming from Seneca College. She also holds a 
dual degree Master of Public Policy (Digital, New Technology and Public Affairs 
Policy stream) from Sciences Po in Paris, and a Master of Global Affairs from the 
University of Toronto. She earned her BA degree from the University of Toronto 
specializing in Peace, Conflict and Justice.

Ryan Atkinson is an experienced researcher on cybersecurity challenges and 
solutions, pursuing his PhD in Political Science at the University of Western 
Ontario, where he is examining the cyber defence policy of NATO, Canada and 
other member states. He has led the Cybersecurity and Information Warfare 
Program at the NATO Association of Canada as Research Analyst and Project 
Manager, publishing numerous analytic articles and in-depth interviews on 
subjects of cybersecurity, hybrid warfare, and disinformation. He also guided 
organizational attainment of cyber industry resilience from information 
security infrastructure frameworks within various industries including 
telecommunications, healthcare, finance, technology and government as a 
cybersecurity consultant at KPMG Canada.

Sam Andrey is the Director of Policy & Research at the Ryerson Leadership 
Lab. Sam has led applied research and public policy development for the past 
decade, including the design, execution and knowledge mobilization of surveys, 
focus groups, interviews, randomized controlled trials and cross-sectional 
observational studies. He also teaches about public leadership and advocacy 
at Ryerson University and George Brown College. He previously served as Chief 
of Staff and Director of Policy to Ontario’s Minister of Education, in the Ontario 
Public Service and in not-for-profit organizations advancing equity in education 
and student financial assistance reform. Sam has an Executive Certificate in 
Public Leadership from Harvard’s John F. Kennedy School of Government and 
a BSc from the University of Waterloo.

About the Authors

40See Something, Say Something: Coordinating the Disclosure of Security Vulnerabilities in Canada



Appendix A: Global State of Play for Coordinated Vulnerability Disclosure

Country Membership Organization 
name

If applicable, specific 
federal government 

organization

Has distinct 
and clear 
disclosure 
process for 

vulnerabilities 
involving 

government 
systems

Disclosure 
process 

open 
to the 

general 
public

Describes 
the 

submission 
and 

verification 
process

Provides 
terms and 
rules for 

disclosers 
(e.g., 

limiting 
what is in 

scope)

Disclosers 
can 

publicly 
receive 
credit

Remuneration 
(e.g. monetary) 

can be 
provided for 
those who 

submit

Publicly 
disseminates 
information 

about 
vulnerabilities 

disclosed 
through CVD 

process

Argentina G20 Member
Dirección 

Nacional de 
Ciberseguridad

Innovación Pública Unknown

Australia G20 Member CERT Australia

Australian Cyber 
Security Centre, based 

in Australian Signals 
Directorate

Unknown

Brazil G20 Member CTIR Gov

Department of 
Information and 

Communications 
Security

Unknown

Canada G20 Member Canadian Centre 
for Cyber Security

Communications 
Security Establishment Unknown

China G20 Member CNCERT/CC n/a

EU G20 Member EU-CERT n/a

France G20 Member CERT-FR
National Agency for the 
Security of Information 

Systems (ANSSI)
Unknown

Germany G20 Member CERT-Bund
Federal Office for 

Information Security 
(BSI)

Unknown

India G20 Member CERT-In
Ministry of Electronics 

and Information 
Technology

Indonesia G20 Member ID-CERT n/a Unknown

Italy G20 Member CSIRT Italy Security Intelligence 
Department (DIS) Unknown

Japan G20 Member JPCERT/CC

Independent, but 
working alongside 

Information-technology 
Promotion Agency (IPA)
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https://www.argentina.gob.ar/jefatura/innovacion-publica/ssetic/direccion-nacional-ciberseguridad
https://www.argentina.gob.ar/jefatura/innovacion-publica/ssetic/direccion-nacional-ciberseguridad
https://www.argentina.gob.ar/jefatura/innovacion-publica/ssetic/direccion-nacional-ciberseguridad
https://www.cyber.gov.au/acsc/view-all-content/glossary/cert-australia
https://www.ctir.gov.br/
https://cyber.gc.ca/en/
https://cyber.gc.ca/en/
https://www.cert.org.cn/
https://www.easa.europa.eu/faq/24266
https://www.cert.ssi.gouv.fr/
https://www.bsi.bund.de/EN/Topics/IT-Crisis-Management/CERT-Bund/cert-bund_node.html
https://www.cert-in.org.in/
https://www.cert.or.id/
https://csirt.gov.it/
https://www.jpcert.or.jp/english/vh/guidelines.html


Latvia Non-G20 
Member CERT.LV Ministry of Defense of 

the Republic of Latvia

Mexico G20 Member CERT-MX Guardia Nacional Unknown

Netherlands Non-G20 
Member

National Cyber 
Security Centre 

(NCSC)

Ministry of Justice and 
Security Unknown

New 
Zealand

Non-G20 
Member CERT NZ

Ministry of Business, 
Innovation and 

Employment
Unknown

Russia G20 Member Data Security 
Threats Databank

Federal Service for 
Technical and Export 
Control, based in the 
Ministry of Defence

 *

Saudi 
Arabia G20 Member CERT-SA National Cybersecurity 

Authority Unknown

Singapore Non-G20 
Member

Cyber Security 
Agency of 

Singapore and 
Government 
Technology 

Agency

Ministry of 
Communications and 

Information; Prime 
Minister’s Office

South Africa G20 Member

South African 
Computer 

Security Incident 
Response Team

Dept. of 
Telecommunications 
and Postal Services

Unknown

South Korea G20 Member KN-CERT

National Cyber Security 
Center (NCSC), based 
in National Intelligence 

Service

Unknown

Spain Non-G20 
Member CCN-CERT Spanish National 

Intelligence Centre

Turkey G20 Member TR-CERT

Information 
Technologies and 
Communication 

Authority

Unknown

United 
Kingdom G20 Member National Cyber 

Security Centre

Government 
Communications 

Headquarters (GCHQ)

USA G20 Member

CISA Binding 
Operational 
Directive for 

federal agencies

Cybersecurity & 
Infrastructure Security 

Agency

Legend: * = Recognition given through points
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https://www.ccn-cert.cni.es/en/incident-management/incident-management-guidelines.html
https://www.usom.gov.tr/
https://www.ncsc.gov.uk/information/vulnerability-reporting
https://www.ncsc.gov.uk/information/vulnerability-reporting
https://cyber.dhs.gov/bod/20-01/
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https://cyber.dhs.gov/bod/20-01/


Appendix B: List of Participants
It is important to note that the varied perspectives of our workshop participants greatly informed this report; 
however, the statements and recommendations are solely those of the authors.

A list of workshop participants (who consented to having their names made publicly available) is as follows: 
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Association
4.	 Christopher Parsons, Senior Research Associate at Citizen Lab, Munk School of Global 

Affairs & Public Policy, University of Toronto
5.	 Florian Martin-Bariteau, Associate Professor of Law, University Research Chair in Technology 

and Society, and Director, Centre for Law, Technology and Society, University of Ottawa
6.	 Gianluca Varisco, CEPS Research Affiliate
7.	 Jeroen van der Ham, National Cyber Security Centre (Netherlands); Associate Professor of 

Incident Response, University of Twente
8.	 Josh Kenway, Cybersecurity & Technology Policy Analyst, PayPal
9.	 Katherine Rusk, Lawyer, Osler, Hoskin & Harcourt LLP
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17.	 Tarah Wheeler, Cyber Project Fellow, Belfer Center for Science and International Affairs & 

International Security Fellow, New America 
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Appendix C: Definitions
Bug bounty program: Programs that provide financial 
rewards for individuals who disclose security 
vulnerabilities to the relevant organization. Bug bounty 
programs can be one mechanism as part of a larger 
coordinated vulnerability disclosure program. They can be 
time-bound or ongoing, as well as invite-only or open to 
the public. 

Community Emergency Response Team (CERT): A 
malleable term that often takes the form of a security 
operations centre, incident response team, group of 
forensic investigators or engineering teams that respond 
to security incidents.185 However, Carnegie Mellon 
University owns the trademark for “CERT” and must 
approve any uses of the term.186

The first CERT was created by DARPA (Defense Advanced 
Research Projects Agency) after the 1988 Morris worm, 
where grad student Robert Morris spread a non-
destructive worm across Cornell university computers 
that caused many computers to crash.187 This incident 
led to the creation of the first computer security incident 
response team (CSIRT) in November 1988, the CERT 
Coordination Center.188 Over time, the CERT model has 
adapted and evolved to other jurisdictions.189

Computer security incident response team (CSIRT): A 
term that has essentially the same meaning as CERT, 
but is not trademarked and can therefore by used by 
any organization without permission from the Software 
Engineering Institute at Carnegie Mellon University.190

Communications Security Establishment: Canada’s 
intelligence agency responsible for monitoring foreign 
intelligence activity, maintaining the security and 
assurance of information in Canada, and conducting 
defensive and offensive foreign cyber operations.191

Discloser: An individual who discloses a vulnerability 
found in an information system. 

Vulnerability: A weakness that can be exploited by an 
attacker, allowing them to perform unauthorized and/
or undesirable actions. The weakness can be found 
in hardware or software, “in an information system, 
system security procedures, internal controls, or 
implementation.”192

 
 
 

Vulnerability disclosure: Providing information on a 
vulnerability to a party that is likely unaware of it.193 
Different options for disclosure may include: 

No disclosure: Everything known about the 
vulnerability is kept private. Vendors may prefer this 
method in order to prevent implicating their public 
image, or to protect trade secrets.194 This may also 
occur due to researchers feeling discouraged from 
disclosing out of fear of retribution, or as a result 
of governments wanting to take advantage of the 
vulnerability for national security or intelligence 
purposes.195

Coordinated vulnerability disclosure (CVD): An 
approach, framework or process where disclosers 
and organizations work in cooperation to examine 
and resolve discovered vulnerabilities. It typically 
involves “reporting, coordinating, and publishing 
information about a vulnerability and its resolution,” 
aiming to ensure that vulnerabilities are resolved and 
that risk is limited.196 Some principles that underly 
CVD are to reduce harm, presume benevolence of 
individuals who report vulnerabilities, and incentivize 
cooperative behaviour.197

Full disclosure: All information about the vulnerability 
is released to the public. This usually includes a 
published report on the vulnerability, as well as proof 
of concept code.198

Limited (partial) disclosure: Some, but not all, of 
the information known about the vulnerability is 
disclosed publicly. In these cases, some information 
on the vulnerability is provided, while technical 
details and proof of concept code may be 
withheld.199

Vulnerabilities equities process (VEP): A term used by 
some government agencies to determine the processes 
to follow when deciding whether to disclose vulnerabilities 
or to retain knowledge of the vulnerability in order 
to exploit it for law enforcement, national security, or 
intelligence purposes. They are the “internal policymaking 
structures” that help governments decide how to handle 
vulnerabilities.200

Examples include the US’ Vulnerabilities Equities 
Process,201 the UK’s Equities Process,202 and Canada’s 
Equities Management Framework.203
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